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ABSTRACT: 
Recent years have seen the emergence of cloud computing. The explosive growth of unstructured data has drawn a 
lot of attention to and improved research for cloud storage technology. However, under the current storage model, 
cloud web servers are where all of the individual's information is kept. In other words, customers lose their right to 
control their information and run the risk of having their privacy invaded. Older privacy protection solutions often 
supported secret-creating innovation, however these types of methods cannot successfully withstand an attack from 
a cloud server at times. As a result, in order to overcome this withdrawal, we tend to recommend a 3-layer storage 
space framework enabled haze computer. The anticipated structure can both benefit from cloud storage and protect 
the confidentiality of information. Additionally, the Hash-Solomon coding formula is designed to divide information 
into entirely distinct sections. Additionally, CP-ABE is used as an access control method. Then, in order to secure 
personal information, we are most likely to add a small amount of information to local machines and fog servers. 
Additionally, this method may be used to determine the circulation proportion hold on in cloud, haze, and native 
device, separately. The efficiency of our motif has been validated by academic safety and security evaluation as well 
as experimental evaluation, making it a powerful addition to the current cloud storage motif. 

The third party certification authority may certify the user, and the end user solution site may then issue the 
user a token for the solution. An individual can purchase and use cloud services offered by a single service provider 
after registering with the solution site. The end user service website, which consists of accessibility control, security 
plan, key administration, service setup, accounting management, and digital environments, offers protected access 
control using Virtual Private Network (VPN) and cloud service managing and also arrangement. 
Key words: cloud,multi layer, Fog,CP-ABE,Homomorphic Encryption. 
 

I INTRODUCTION 
Recent years have seen the emergence of cloud 
computing. The explosive growth of unstructured data 
has drawn a lot of attention to and improved research 
for cloud storage technology. However, under the 
current storage model, cloud web servers are where 
all of the individual's information is kept. In other 
words, customers lose their right to control their 
information and run the risk of having their privacy 
invaded. Older privacy protection solutions often 
supported secret-creating innovation, however these 
types of methods cannot successfully withstand an 
attack from a cloud server at times. As a result, in 
order to overcome this withdrawal, we tend to 
recommend a 3-layer storage space framework 
enabled haze computer. The anticipated structure can 

both benefit from cloud storage and protect the 
confidentiality of information. Additionally, the Hash-
Solomon coding formula is designed to divide 
information into entirely distinct sections. 
Additionally, CP-ABE is used as an access control 
method. Then, in order to secure personal 
information, we are most likely to add a small amount 
of information to local machines and fog servers. 
Additionally, this method may be used to determine 
the circulation proportion hold on in cloud, haze, and 
native device, separately. The efficiency of our motif 
has been validated by academic safety and security 
evaluation as well as experimental evaluation, making 
it a powerful addition to the current cloud storage 
motif. 
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The third party certification authority may certify the 
user, and the end user solution site may then issue the 
user a token for the solution. An individual can 
purchase and use cloud services offered by a single 
service provider after registering with the solution 
site. The end user service website, which consists of 
accessibility control, security plan, key 
administration, service setup, accounting 
management, and digital environments, offers 
protected access control using Virtual Private 
Network (VPN) and cloud service managing and also 
arrangement.

 
Fig: Access Control 

Motivation 
 Information monitoring, unsecured APIs, 
VM rollbacks, and insider attacks are some of the 
security and privacy issues with the cloud. Among 
these barriers, a reliable access control system is 
essential to the safety and security of any kind of 
business. Gain access to control is a set of 
components and procedures that, when used in 
accordance with the access plan established by the 
data owner, restricts access to client data to only 
trustworthy customers. A number of access control 
systems, based on different encryption methods such 
attribute-based and hybrid ones, have really been 
researched in the literature review. With protection as 
the primary priority, an effort has been made in this 
research study to address issues with cloud storage 
system access control. This position focuses on 
tackling the following issues from the list of 
protection issues covered in Area 1.2: 1. Accessibility 
Plan Protection: An important specification in a gain 
access control system, the accessibility plan contains 
information on who is legitimately permitted to access 
the data. The access policy must therefore be secured 
as a result. A Boosted Trick Generation RSA scheme 
is one of our suggested methods for securing the 
accessibility plan. The Secure Hashing Formula is 
used to increase the privacy of the access plan in one 
of our third-recommended methods, which we call 
method 24. (SHA1). 
2. User-Level Safety and Security: In the cloud, client 
data kept on a cloud server may instantly spark 
interest. While the cloud uses cryptographic 

algorithms to protect client information, data owners 
still have valid concerns about the security and 
privacy of their personal information. By applying 
hybrid cryptography on the owner's information 
before it is broadcast to the cloud, the suggested 
approach eliminates this problem. 
3. Safeguard Accessibility Control: The main goal of 
the recommended alternative is to provide protected 
accessibility control by a dependable access control 
provider using multi-labeling concepts and also 
efficient attribute-based accessibility control using 
hidden attributes and constant-length ciphertexts. 
4. Protect Retrieval: Using a symmetrical, uneven, or 
hybrid encryption algorithm, clinical information is 
published in the cloud for use in healthcare. The 
proposed service offers safe and secure access to 
encrypted data using ambiguous key phrase search 
and indexing methods, eliminating the possibility of 
errors in the retrieved medical data. 
Main Objectives: 
1. Main Objectives: 
 

on information. 
 rovider) or attackers 

can’t access hold on information within the 

cloud, with the protection of Multi layer security 
system 

 Introduced Multi layer security system  make 
sure the original information can't be recovered 
by partial information. 

 our system supports a fine-grained access control 
mechanism and allows flexible revocations of 

invalid users without moving the data and 
relying on the cloud service providers. Our 
system employs an attribute-based encryption 
technique to support a complex access structure 
that allows a user to define human readable 

access policies to the data in the cloud storage. 
In addition, our system supports a flexible 

revocation scheme that can revoke invalid users 
directly by updating the revoked users’ list or 

indirectly by updating an epoch counter. The 
system administrator can choose one of these 
options flexibly depending on the needs. Our 

system also allows authorized users to update the 
encrypted data, and any users accessing such 
updated data in future can verify whether the 
data are modified by authorized users. 
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Fig 2:  File Process 
 

RELATED STUDY 
TITLE: Attribute-based file encryption in 
conjunction with conjunctive broadcast. 
Hideki I. and Attrapadung N. 
Attribute-based file encryption (ABE) solutions 
provide access control devices to encrypted data by 
establishing availability guidelines for both personal 
secrets and cypher messages. Depending on which 
secret tricks or ciphertexts the access plans are tied to, 
ABE is offered in two flavours: key plan and 
additionally cypher text plan. We suggest a 
completely new cryptosystem in this task designated 
as Program ABE for all flavours. Utilizing the 
programme ABE, ABE systems with direct revocation 
systems can be built. Straight revocation has the 
advantageous property that cancellation can be carried 
out without affecting any kind of non-revoked 
individuals, i.e., it does not require people to regularly 
upgrade their keys. We believe that our systems are 
the first fully functional, directly revocable systems 
for key-policy modifications. Our ciphertext-policy 
version systems are more efficient than the earlier 
recommended revocable plans; in particular, one of 
our systems permits ciphertext and also unique 
important dimensions that match the already great 
(non-revocable) ciphertext-policy ABE. Program 
ABE can also be used in the disjunctive arrangement 
to create multi-authority ABE. 
Public safety in a practical manner Achieving 
constant-size cypher messages with adaptive safety 
or support for negation are examples of inner 
products. 
N. Attrapadung and B. Libert (2012 ). 

Abstract. Decryption is achievable in realistic security 
(FE) schemes where ciphertexts and individual keys 
are associated with attributes when crucial and 
ciphertext features are properly crucial. Because 
decryption is possible provided the ciphertext and key 
attributes form orthogonal vectors, it is known that 
inner product security (IPE), an easy functional file 
encryption flavour, can be used to accomplish 
expressive understandings. This study develops 
public-attribute inner product file encryption (PAIPE) 
systems, which make available to the general public 
ciphertext features (in contrast to attribute-hiding IPE 
systems). Our PAIPE systems use continuous size 
ciphertexts for the definitely no and non-zero 
assessments of inner products. These methods 
specifically point to an identity-based retraction 
system and a short ciphertext identity-based 
programme security system that both rely on simple 
presumptions in prime order groups and both integrate 
adaptively secure identities. In addition, we offer the 
notion of negated spatial data security, which takes 
into account non-zero-mode PAIPE and can be 
viewed as the cancellation analogue of the Boneh and 
Hamburg spatial safety and security requirements. 
Character: an online social network with user 
control. 
The writers are A. Bender, N. Spring, 
Bhattacharjee, and D. Starin. 
Online social networks (OSNs) are incredibly 
popular, and some of them claim to have more than 
200 million users. Customers can exchange exclusive 
information and photographs by using OSN 
applications. Although the OSN company gains from 
obtaining and sharing that information, people must 
have faith in the OSN remedy to protect their personal 
information. We provide Identity, an OSN where 
users can manage who has access to their data. 
Identity conceals private information using attribute-
based security (ABE), enabling users to take precise 
safety and security measures in opposition to potential 
information watchers. Personality offers effective 
ways to build apps where users, not Open Social 
Media, created rules for accessibility to restricted 
material. We demonstrate new cryptographic tools 
that increase the range of potential uses for ABE. We 
specifically show how Identity gives greater personal 
privacy benefits while maintaining the functionality 
of current online social media platforms. We define 
an implementation of Character that mimics Facebook 
applications and show that Character provides 
beneficial efficiency while surfing websites with 
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personal privacy features, particularly on mobile 
devices. 
Effective multi-receiver identity-based security 
and its application to programme security. 
Susilo W., Safavi-Naini R., and Baek J. 
This study establishes a trustworthy "multi-receiver 
identity-based documents security system." Instead of 
the straightforward construction that previously 
considered in the literature re-encrypts a message n 
times using Boneh and Franklin's identity-based file 
encryption scheme, our system only requires one 
pairing computation (or none if recomputed and also 
provided as a public requirement) to secure a single 
message for n receivers. We expand the features of 
our method to provide ciphertext security that may be 
adjusted. We provide defense evidence to support 
both systems under a rigorously defined formal 
security version. In our final section, we go over how 
our system might put a public key programmed 
security method based on the "subset-cover" concept 
into practice. 
 Software application encryption methods offer 
flexible protection. 
Both Gentry, C., and Seas, B. 
We provide original methods for achieving adaptable 
security as well as safety and security in programmed 
file security systems. In the past, the only option that 
could be considered for completely collusion-resistant 
software safety was fixed security. We present a 
simple "two-key" upgrade from semi-statically safe 
and secure systems to adaptively defend systems with 
comparable-size ciphertexts, and then we propose a 
novel interpretation of defense, which we name semi-
static protection. Then, using bilinear maps, we 
design programmed encryption systems that are safe 
and secure in the standard variation and have 
constant-size ciphertexts. When the system's identifier 
or index matter is polynomial in the safety parameter, 
our semi-static structures function. For identity-based 
broadcast data security, where the number of indices 
or identifiers may increase quickly, we present the 
first adaptively protected system with sub linear 
ciphertexts. We use the conventional paradigm to 
illustrate safety. 
A mandated cryptography Activate the command 
system: 
Cloud storage services are currently widely used. 
Many people and organisations are embracing these 
platforms to store and transfer data, taking advantage 
of their affordability and accessibility capabilities. 
Tracking protected information in cloud storage 

services, and more specifically maintaining multi-
party sharing in the context of a partnership, is a 
difficult issue. If the owner of the information has 
faith in cloud storage providers and the data requires 
regular updates from collaborative projects, the 
problem is exacerbated. The solution to this issue has 
been suggested using a variety of encrypted cloud 
storage services. One of the main problems with these 
solutions is that they rely on the cloud provider and 
remove people's ability to access data easily without 
moving it (in the age of big data). We provide a cloud 
storage solution that uses cryptographically applied 
security for this task. Our method, in contrast to 
currently available cryptographically secured cloud 
storage systems, offers a fine-grained access control 
tool and enables flexible cancellations of vacant 
clients without moving the data or relying on the 
cloud carrier. Our solution enables a customer to set 
human readable access plans to the data in the cloud 
storage area while supporting a complex ease of 
access architecture with an attribute-based encryption 
system. Our system also supports a flexible 
cancellation technique that can remove invalid 
individuals directly by improving the listing of those 
whose condition has been revoked or indirectly by 
changing a date counter. One of these choices may be 
made, based on the situation and the system manager's 
decisions. Additionally, thanks to the advancements 
in technology, licenced customers can update the 
encrypted data, and anyone who accesses that updated 
data in the future can confirm that the changes were 
made by authorised parties. 
Methods Employed in Recent Research Study 
Papers: 
Third Technique 
Maintaining Treatment: When someone wishes to 
store their papers on a cloud web server, they must 
follow the following procedure: First off, user 
information will undoubtedly include HashSolomon 
code. The document will then be separated into 
several informational chunks, and the system will 
simultaneously add notes with further details. based 
on the assumption that 1% of the data blocks as well 
as the inscription information will be saved in your 
area. The haze internet server will receive 99 percent 
of the remaining information blocks. Second, these 
information blocks, which constitute 99 percent of the 
information blocks, will be hash-Solomon etched 
once again after being extracted from the customer's 
equipment. These data blocks will undoubtedly be 
broken into smaller data blocks in order to create 
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fresh inscribing information. Additionally, assuming 
that 4% of data blocks and inscribing information will 
be kept on the cloudy web server The cloud server 
will undoubtedly receive the remaining 95% of the 
information blocks. The cloud management system 
will finally distribute the data blocks to the cloud 
server after receiving them from the fog side. The 
storing process is ultimately finished once all relevant 
information has been recorded on numerous web 
servers. 
Both downloading and installing methods: It works 
like this when a customer wants to obtain information 
from a cloud web server: The cloud server receives 
initial client queries and then merges the information 
into several dispersed internet servers. The cloud web 
server assimilates the data and then sends 95% of it to 
the fog server. Second, the cloud internet server 
gathers the data and then sends it to the haze internet 
server. By combining the 4 percent of the information 
blocks with the Haze internet server's encoding 
details, we can extract 99 percent of the data. The 
cloudy server then transmits the remaining 9% of the 
data to the customer. Third, the cloudy web server 
gives the customer the data. Replicating the 
aforementioned steps will provide the customer 
access to all the information. 
To secure client privacy, we prefer to promote a 
multi-layer security system supported by a fog 
computer design. Users will have obvious control 
thanks to the multi-layer security and protection 
system, which will also properly secure their privacy. 
As was already mentioned, it is difficult to endure the 
inner attack. However, once CSP itself experiences 
issues, outdated, ineffective techniques work well in 
identifying outside attacks. In contrast to conventional 
methods, our layout divides client knowledge into 
three components of varying sizes utilizing a 
proprietary composing technology. They may each be 
missing some important information for privacy. 
When combined with the fog computing theory, the 3 
pieces of information will be stored in the cloud web 
server, the haze server, and the individual's native 
maker in a series, from big to small. Even after 
obtaining all the data from a particular web server, the 
thief cannot use this method to recoup the client's 
initial knowledge. The CSP is also unable to obtain 
any type of useful information if the data is missing 
from the native tool and/or the haze web server 
because each of these devices is operated by a person, 
and as a result, neither of these machines has access to 
the information that is stored there. 

ABE is a form of public-key cryptography in which 
users encrypt data using public secrets that are made 
available to others so that they can use their private 
keys to decrypt the result. Customers specifically in 
the ABE do not have any unique skills that are not 
available through the regular public essential systems. 
They have a home-related ruse in place there. An 
person may create a complex accessibility strategy 
based on the features specified in a system for the 
encrypted information. The only persons who can 
decrypt the encrypted data are those who meet the 
accessibility requirements. The accessibility policy 
used by ABE is based on a Boolean formula, which 
makes it easy for anybody to understand and 
distribute. As a result, we implemented an ABE 
system in our system. 
One of the difficult problems with using ABE to tail 
storage space systems is maintaining a current 
availability control listing. For instance, a client who 
had previously been granted access to the information 
would no longer be able to do so for a variety of 
reasons, such as a modification in the level of security 
and safety, their departure from the company, or their 
development into a risk. In these situations, the owner 
of the information must be able to prevent 
unauthorized individuals from accessing any kind of 
encrypted material. There are 2 logical alternatives to 
cancelling that can be taken into account. The initial 
abrogation, also known as an indirect abrogation, 
removes users by reorganizing secrets exclusively to 
legitimate clients after updating ciphertext. The 
second is a simple retraction, in which the system 
removes access to ciphertext for void people and 
cancels the cancellation listing without performing 
any necessary redistributions. Our system employs 
both techniques to keep a flexible customer 
revocation. 

 

 
PROBLEM STATEMENT 

Sustained hazy computing with a three-layer storage 
structure is what we advise. 
- The anticipated approach will both increase cloud 
storage and safeguard individual data privacy. 
- Additionally, the Hash-Solomon coding formula is 
designed to divide information into entirely distinct 
pieces. Then, in order to preserve the user's privacy, 
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we can store a small amount of information on the 
local system and on the Haze server. 
- Additionally, this formula will calculate the 
distribution percentage hang on in cloud, haze, and 
indigenous machinery, separately. 
- The introduction of fog computing will increase 
work effectiveness and relieve the cloud computing 
layer. 
The end user service portal may release a token for a 
solution after the user has been certified by a third 
party certification body. After signing up for a service 
portal, a user can buy and use cloud services that are 
offered by a single supplier. Secure access control is 
provided utilising Virtual Private Network (VPN) and 
cloud solution managing and configuration by the End 
User Solution Portal, which includes access control, 
security plan, trick monitoring, solution configuration, 
accounting monitoring, and virtual environments. 

 
Fig: Architecture 

 
CONCLUSION 

Haze-based three-layer technology offers a 
safe alternative for long-term cloud storage that 
protects against online threats. This recommended 
approach deploys preventative measures to a reliable 
hazy web server and also distributes the real data in a 
convoluted manner to other cloud servers. The 
suggested system provides homomorphic security, 
searchable security, CRH as well as Block 
Administration methods as preventive measures. By 
dividing and seamlessly integrating into defined 
length chunks, homomorphic encryption mix gets a 
dataset ready for secure outsourcing. Block 
Management chooses which included blocks should 
be transferred to which cloud server in order to 

prevent private clouds from accessing the original 
data or a specific piece of it. Last but not least, CRH 
supports the discovery of any alteration. The new 
method, in contrast to the previous one, encrypts and 
scrambles the data before contracting it out; no cloud 
server receives a smaller piece of data in plain text 
format. Drawing out plain text from a consolidated 
block is computationally challenging, according to 
protection evaluation. Similar to this, it effectively 
eliminates any hash feature crashes and can nearly 
always spot damaging discoveries. 
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