Journal of Positive School Psychology http://journalppw.com
2022, Vol. 6, No. 5, 7721-7730

To Promote Health Data Security in Mobile Cloud Computing By
Using the Modular Encryption Protocol

Dr.K.Sai Manoj !

L CEO, Innogeecks Technologies and Amrita Sai Institute of Science and
Technology/Reviewer, Vijayawada, Andhra Pradesh, India.

Abstract

Cloud computing has greatly increased in recent years as computer capabilities have advanced, due to
applications, services, memory, and processing over the Internet. It's employed in a wide range of
fields, including medical, agriculture, business, informatics, and many more. It also encourages
dynamic resource adaptability and management decoupling at a low cost. Despite the numerous
evident advantages of Mobile Cloud Computing (MCC) in medicine, its development is limited by
worries about security and privacy. To grasp the full extent and effectiveness of such issues, fast
action is required. On a global, regional, and local level, health information security is essential.To
make good use of health services, it is necessary to follow the necessary security procedures to avoid
security risks and vulnerabilities.As a result, the purpose of this research is to employ the Modular
Encryption Standard (MES) to offer requirement-oriented medical data security based on tiered
security mechanism modeling. In terms of speed and supplemental qualitative security assuring
approaches, the suggested work outperforms existing generally used algorithms for health data
security in the MCC environment, according to performance analysis.
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I. INTRODUCTION effectiveness of e-medical care administrations

Innovative changes have enabled progressive [2]. .

solutions to be implemented to improve the [3]Furthermore, Eisenach portrayed e-Health as
nature of humanity. Analysts looking at the a tech industry that deals with the Internet's
future of innovation have gathered and analyzed cons_tructlonl,l sy?tem;_n;]anager?lent,bandf_r:eatlr:h
data on well-being from different sources to :erwces, k? 0 tW Ic greg y fne' Ee
gather insight and address well-being-related famework's  CUSIomers — and  partners. -
challenges. As a result, the expansion of wellbeing is a growing field that combines

. . clinical analytics, general health, and Internet-
integrated medical care technology has the based health ices t b d .
potential to improve productivity and ased health seTvices 1o embrace and promote

. the overall progress of new technology to
comprehension of results at every level of the )
. address complex issues, reduce costs, and
medical care system. LTC facilities are an

important aspect of the healthcare sector, as increase understanding [4-6].Models, gadgets,

they provide care to the population's fastest- and structut:fes _connecte(i with tEe loT Ihave
growing segment. The use of EHRs in LTC gromr/]n . |ql:]|tous-d aon(gj] dt gse f”:e?
institutions, on the other hand, lags behind other urthermore, the widespread adoption of o

sectors of the health care business [1].These has C?'SC'ded W'_tht_ theb a?(\:zncen;ent o;
structures can raise personal satisfaction, connected communication breakthroughs, suc

oromote the coordinated effort, improve as recording knowledge for medical treatment,

business, manufacturing, operational setups
outcomes, lower costs, and boost the overall ' g P PS,
and so on. To enable efficient and secure use of
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health data innovations, benefits, and all-
encompassing e-[7-8]Health approaches
possible, security frameworks must be very
efficient and robust. The universality of loT
platforms has fueledloT innovation, with many
designs in mind for usage by healthcare
enterprises. Using the Internet of Things to
connect devices, devices, apps, and services
allows e-Health frameworks to communicate
related data using cutting-edge technology
[9].When combined as adaptable, versatile, and
effective tolerant healthcare service
frameworks, 10T and distributed computing are
progressive technologies that complement one
other's capabilities.

The medical care business has been transformed
by  distributed  computing. Innovation
adaptability, smart, energy investment finances,
processing, and sharable resources, and faster
transmitting are all key benefits of distributed
computing. This presentation will go over
distributed computing, which has been
highlighted as a problem in the medical services
business, as well as other cloud-related security
and key protection issues. In addition, we'll talk
about possible security arrangements. For
medical service providers, a coordinated
endeavor of data in the cloud raises major
security and protection concerns. As a result,
major concerns in the adoption of cloud-related
innovation  programs include attempted
security, efficiency, security, and adaptability
[7].Mists are collections of virtualized assets

Cloud
Computing

1

Internet
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such as real-time workers, organized virtual
workers, apps, and prospective advantages. To
meet the needs of the shopper's end client,
figuring assets might be placed in clusters or
independently. The uptime is broken down by
arrangement. Distributed computing is a
technology that is used to deliver and manage
applications and data, as well as server
availability and end-user configuration (EUC)
delivery. Cloud computing enables employees
to access and manage their applications and
data from any device, at any time, and from any
location. [8]

A successfully  distributed  computing
arrangement should provide infrastructure and
end users with rearranged or brought together,
logical, and secure understanding. Distributed
computing, like all advancements, has its own
set of characteristics, such as the board,
creativity, privacy, and legal concerns. [12-13]
Cloud computing has gained a lot of interest in
recent times as computing technologies have
swiftly advanced, thanks to apps, services,
storage, and computation through the Internet.
It is widely used in a variety of fields, including
medicine, business, agriculture, data
[14]technology, and many more. Smart
technologies, such as smartphones and tablets,
are gradually becoming a necessary part of
human existence as an efficient and easy means
of communication that is not constrained by
space or time. [15]
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FIGURE 1.Mobile cloud computing.

Il. THE PROPOSED WORK

This section gives a high-level summary of the
planned project. FIGURE 4 depicts the actions
that must be taken while using MES to provide
HI confidentiality at MCC, whereas FIGURE 2
depicts the overall scenario for HI security
utilizing MES at MCC. These safeguards are
necessary to protect HI from many types of
cloud assaults, including insider and outsider
attacks. The goal of this study is to find a
solution to the threat's fifth category, as shown
in Table 2.The detection and characterization of

health records is the first step in this scheme.
This classification and identification are based
on the necessary level of confidentiality. Most
crucially, an entropy-based derived key will be
assigned at the MCC client side. Depending on
the kind of information saved, the HI owner
selects the appropriate key. The key choice is
based on the HI classification and
identification. The health data would now be
decoded using the extender or
contractor scheme in the next module.
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2.1. Security of Health Information (HI)

Along with developments in the healthcare
environment, ensuring the security of HI is an
ongoing process. As a result of the adoption of
new schemes, it is also required to assess HI's
security regulations and practises in order to
improve the quality and efficacy of HI in
practise. Recognizing risks and defending the
HI is challenging and time-consuming for small
health clinics. This research intends to assist the
profession in anticipating those expectations
and challenges, conducting effective risk
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FIGURE 2. Healthcare monitoring using MES.
assessments, and developing appropriate

security solutions to ensure HI security.
MCC has many advantages in the healthcare
field, including

2.1.1 Portability:
The ability to remotely access and analyze

patient data in a dispersed and ubiquitous way.

2.1.2 Scalability:
Remote access to patient data is made easier.

2.1.3 Modernization:
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MCC lowers the hurdles to healthcare
application modernization.

2.1.4 Performance:

MCC can provide speedy access to computing
and massive data storage. It facilitates
information sharing while also lowering costs.

2.1.5 Collaboration:

It facilitates team-based care and maintains
teamwork. MCC, among other options, could
be the most effective HI monitoring method. As
demonstrated in FIGURE 3, the combination of
Healthcare Computing, Mobile Computing, and
Cloud Computing is known as HMCC. The
categories of medical records are listed in Table
1.
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FIGURE 3.Health mobile cloud computing

TABLE 1.Medical records.

Records Details
Primary Records —— Age, Gender, Marital status, Education, Family situation, Family history of the disease, Economic situation
Lifestyle Physical Activity, Diet, Smoking, Drinking, and Occupational visits,
Health Disorders v, Foot, Diabetic, Nephropathy, Cerebrovascular, Cardiovascular, and other disorders,
Recall Records Medications, Accessory evaluations, Signs, symptoms, and cause for referral to g doctor,
Daily review Records — Difficulties like Hypertension and Hypoglycemia.
Examinations Cerebrovascular, Cardiovascular state, Blood lipids, Blood pressure, Blood glucose control or others,

Diagnosis regimens

Administering drugs, a Lifestyle guide

1. METHODOLOGY

Three significant measures are included in
MES. "ldentication (IDN)", "Classification
(CLR)", and "Securing (SC)" are the three
measures. IDN and CLF are carried out by the
MCC user. The SC phase is carried out in the
Crypto-cloud. Crypto-cloud is a cloud that
serves as an intermediate for cryptography
operations.

3.1. Identification

The amount of confidentiality of HI determines
the need for safeguarding HI, which is
determined by IDN and CLF characterization.
The IDN of Health Records is determined by
the mentioned prerequisites of the MCC client.
It usually consists of two broad classes, with
sub-classifications in between. Confidential HI

© 2022 JPPW. All rights reserved

(which needs extensive security) and accessible
HI (which does not).

3.2. Classification

In HI, classification determines the level of
secrecy depending on the record's type. It helps
determine which HI should be protected,
lowering security costs as a result. Dependent
on the extent of sensitivity, these two groupings
are divided into five unique sub-categories. The
five different sub-categories are listed below.
The safeguarding measure consists of five
distinct types of keys for the 5 sub-
classifications listed below.

1) Non-sensitive data
Open Data, such as doctor's/hours specialists of
accessibility and clinics, etc.
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2) Sensitive data

Information that isn't as sensitive, such as the
patient's name, gender, and so onlnformation
that is moderately sensitive, such as the general
practitioners or medical centres to which the
patient has been referred, the dates and times of
patient-doctor consultations, and o)
on.Extremely sensitive information, such as
patient diagnostic results, etc.

3.3. Securing

The securing metric is made up of the
remaining cryptographic methods. These
operations would take place in the crypto-cloud.
This step consists of nine rounds totaling ten
keys. The modular interaction that underpins
the entire process of HI storage and cloud

Journal of Positive School

access is depicted in FIGURES 6 and 7. We'll
go over the MES decryption and encryption
technique in the next section.

3.4. Modular interaction

The patient is connected to the smart gadgets
via three modules on the user side. At the
second layer, the securing measure, which is
made up of eight sub-measures, is used to
connect connected devices to the crypto cloud.
Finally, FIGURE 4 depicts the crypto-cloud to
multi-cloud link. FIGURE 5 illustrates the
modular interface for gaining access to
confidential health information.

3.5. Mathematical model
Table 2 shows the notations that were utilized
in the developed model.
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FIGURE 4.HI storage at cloud using MES.
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Fig 5.HI storage sharing using MES.

Table 2.Notationsused.

PT Plantext
K Key
Ext Extension
Cn Contraction
LEPT
Exp
DExp
PI‘ 'j'“[h
Sr Substitution for " round
Ky
K7, pih
FXTY Fx
3.5.1. HI sharing at MCC using MES
As shown in FIGURE 9, the steps for

distributing HI utilizing MCC are as follows.

1)

After a health inspection, take a picture of

yourself. The HIR is delivered to the
patient through a mobile device.

2)

Data transfer from mobile devices to the
cloud, as well

as data transfer from

medical to the cloud.

© 2022 JPPW. All rights reserved

3.6.

The sharing system specifies the
accessibility to HI in the case of therapy.
The doctor uses the cloud to obtain the
patient's medical information.

The doctor makes a diagnosis and makes
any necessary referrals.

Examining the patient

The HealthCare Center provides HIR to the
patient (HCC). The HCC and cloud do the
authentication process.

Modular Encryption Standard
(HI sharing at MCC)

® -
# Healthcare

Patient

Li?f;}
& o V@
32

Fig. 6.HI sharing at cloud using MES.
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FIGURE 7.Patient examination.

IV. EXPERIMENTS AND RESULTS

In the MCC context, this section covers the
MES analysis from many angles. The following
specifications were used to implement MES in
the cloud. The results of our proposed work's
performance evaluation are shown in this part.
We looked at the performance testing aspects of
MES on their own and in comparison to other
common encrypting block ciphers. The
environmental configuration for the suggested
scheme performance evaluation is shown in
Table 3.

TABLE 3.Setup for experiments.

Setup Description

System 04-bit OS, X-64 based Processor

08 Windows 10

Processor  Intel(R) Core(TM) i7-7500U CPU @ 2,70 GHz 2.90GHz
Platform  Visual C++ (Visual Studio Community 2017)

4.1. Modularity Check

Table 5 shows the module-based processing use
of MES with varied input sizes. In addition, the
MES's module-based runtime is as follows. The
elapsed time of MES encryption is calculated.
The time it takes the cryptographic technique to
convert real data to cipher-text is called
enciphering time. The encryption time aids in

_guring the throughput for any technique. It
controls the encryption rate. The lower the
power consumption, the greater the throughput.
Varying results were obtained by employing
different quantities of inputs, as indicated
below. The graphs below demonstrate the
superiority of the suggested work over
alternative methods.

Table 4.Processor utilisation rate.

Modular-Analysis

Time (1KDB see)

Time (2KBs see)  Time (AKDBs sec)

I Key-Transformation — 0.0620079 0.00341143 0.00275324

2 Key-Whitening 0.00000704( 000019749 0.000001057
3 Rounds 0.00037 U 0.000035610 0.000025030
4 Key-Encryption 0.000: ‘)-Pwﬁ 000004572 0.000003534

Table 5.Analyses based on different processors.

© 2022 JPPW. All rights reserved
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Processor Categories

MLES Elapsed Time

Intel(R) Core('TM) M-3Y 10¢ CPU @ 0.80GHz 1.00 GHz

(.05342838(sec)

Intel(R) Core(TM) i3-4030L CPU @ 1.90GHz 1,90 GHz

(.315033(sec)

Intel(R) Core(TM) i7-7500U CPU @ 2.70GHz 2.90 GHz

(0.33033005ec )

600
4004 £

2004 |

3rd trial

1st trial 2nd trial

E= Key transformation B Rounds
&8 Key whitening E3 Key encryption

Fig. 8.MES modular analysis.

4.2. Memory utilization

The most important parameter in performance
assessment is memory consumption.The graphs
below show how much memory MES, Blow
sh, RC6 DES, RC5, AES, and 3DES use.

20004
15004

10004

Time

500+

H
i
0 T

1sttrial  2ndtrial 3rd trial  4th trial

MES AES
&4 Blowfish DES
B3 RC5 E3 3DES

FIGURE 9. Processor utilization rate.

The memory usage of various methods is
depicted in FIGURE 15. With the help of the
"Visual studio analysis tab," this analysis was
completed. The MES diagnostic session lasted
12.12 seconds, with memory usage measured in
kilobytes. While it took 16.123 seconds for
AES, 11.23 seconds for Blow sh, 14.12 seconds
for RC5, 11.23 seconds for RC6, 16.234

© 2022 JPPW. All rights reserved

seconds for DES, and 22.12 seconds for 3DES,
with memory usage in kilobytes.

4.3. Rate of key-data collation for a single
round

Except for the KW stage, each key updates the
data twice per round. Key subtraction and key
addition, in addition to KW, are key subsuming
measures, thus it's 18 times key subsuming with
information rather than 9 times (for nine levels).
FIGURE 12 compares DES, IDEA, RCS5,
3DES, RC6, Blow sh, AES, IDEA, 3DES,
MES, and DES in terms of single round key
subsuming, with MES performing the transition
twice in each round compared to DES, IDEA,
RC5, RC6, 3DES, Blow fish, and AES.
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FIGURE 10.Memory utilization.
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FIGURE 11.Degree of key varieties.
4.4. Complications in time and space, and also
analysis of results
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MES uses fixed block sizes, like 3DES, DES,
AES, and other cryptographic algorithms. It has
an O(1) temporal complexity and is unaffected
by the size of the input. MES has an O spatial
complexity (n). The designed Methods 1 and 2
can identify these outcomes. Moreover, the
above studies showed that MES outshines other
frequently used methods in terms of low
processor and memory usage, the highest extent
of key variances, and the highest data collection
rate, implying that MES is a better choice for
mobile devices due to its low storage and
processor usage. The created technique can
provide acceptable results in the MCC situation
due to the additional distinct quantitative
security guaranteeing procedures stated in
Table 6.

2.59

Single round key colligation

Enciphering schemes

MES RC6
3DES DES
=1 RC5 E3 AES
O Blowtfish

Fig. 12.Key-data colligation rate.

V. CONCLUSION

Despite the potential answers given by MCC in
health record surveillance, many roadblocks
prevent MCC from realizing its full potential.
The use of MCC in healthcare is hampered by
many issues, the most significant of which are
security and privacy concerns. One of the
significant research gaps is this. As a result, this
study employs MES, a layered, modular, data-
centric cryptography solution that employs
secure HI sharing and retention techniques. In
the MCC environment, the results show that
this method beats other commonly utilised
methods.
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