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Abstract

The growing threat of online fraud and security breach incidents poses significant challenges to
enforcement agencies and those involved with digital forensics globally. Digital forensic readiness
(DFR) enables an organization to prepare itself to perform an investigation more efficiently. The issue
that often arises is organizations have no proper DFR plan to deal with forensic incidents. A DFR plan
will provide the proactive capability for preparing digital forensic investigation. Various factors have
been mentioned in the previous studies of DFR models including legal, people, management support,
policy, and many more. However, no model emphasizes the mental readiness for digital forensics
investigation, that is another important factor influencing a person to be prepared in new technologies
as digital forensic is always dynamic. Mental readiness in this context refers to preparing the mind for
forensics incidents to accomplish the required outcome. For this reason, the existing factors in the
DFR will be integrated with the Technology Readiness Index (TRI). The objectives of this study are
to examine the availability of the DFR Plan, to select the optimum DFR factors for cybersecurity
practitioners, and to develop an integrated DFR model. This research aims to investigate digital
forensic readiness factors that influence cybersecurity practitioners to be equipped for digital forensic
investigations. The expected results of this study are Digital Forensic Readiness factors for
cybersecurity practitioners and the Integrated Digital Forensic Readiness model for cybersecurity
practitioners.
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Forensic investigations take place after crimes
have occurred in any event; in this case, the
crime scenes themselves can be online. Digital
forensics helps investigators figure out what
happened, when it happened, where it
happened, why it happened, and preferably who
is accountable systematically and forensically.
Such details are necessary to confirm that
evidence found are sufficient to prosecute a
person for the criminal act that has been
committed (Rogers, 2003). All this information
is required to ensure that there is sufficient

I. INTRODUCTION

Today's huge volumes of data, heterogeneous
information and communication platforms, and
borderless network infrastructures are adding
new challenges for cybercrime forensic security
experts and law enforcement agencies
(Caviglione et al., 2017). The future of digital
forensics is being discussed, with an emphasis
on these issues and the changes needed to
effectively defend modern societies and combat
cybercrime.
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evidence to prosecute criminals. The most
difficult aspects of digital forensics are
completing the analysis and reporting the
results to assure that the evidence is consistent
and dependable for criminal prosecution in a
court of law (Al-Mahrouqi et al., 2015).

Digital Forensic Readiness (DFR) is described
as the ability to which computer systems or
computer networks log activities and data in
such a way that the logs are significant in scope
for further forensic purposes and acceptable in
regarding the perceived authenticity as evidence
in later forensic investigations (Sachowski &
Sachowski, 2019). Digital forensic readiness
provides a "win - win" situation because it
complements and improves the information
security program and strategies of an
organization. Although not formally
recognized, many organizations already carry
out some information security practices, such as
the diligent collection and storage of digital
information in relation to digital forensic
readiness.

Several different process model methodologies
have been developed over the years, to group
the common digital forensic activities into
recognizable phases. Commonalities were
found from existing process models leading to
the development of a new process model that
integrate readiness digital forensic investigation
process.

Il. BACKGROUND

Digital forensic (DF) is one of the branches in
forensic science, which focuses more on the
investigation of the digital world (Conlan et al.,
2016; Mothi et al., 2020). DF uses scientific
methods in the investigation to find evidence
like any other forensic investigations. The main
goal of DF is to enable evidence obtained from
investigation to be admissible in court and its
validity not to be questioned (Lutui, 2016).

DF has grown rapidly in a period to become a
very important part in many investigations in
the cyber world (Mothi et al., 2020). There are
various tools have been developed to meet the
needs of the investigation involving digital
forensics and has been used by digital forensic
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investigators and analysts from various
agencies such as the police, military, customs
and immigration, and the court to acquire
digital evidence(Caviglione et al., 2017; Conlan
et al., 2016; Mothi et al., 2020). Developments
in forensic research, tools, and processes over
the last few years has established this area and
those related in this area now rely on the
investigation models and tools that have been
developed by various parties (Karie & Venter,
2015; Kebande et al.,, 2018; Zainudin et al.,
2021; Zainudin et al., 2011). The next sections
will explain in detail about digital forensics.

A. Digital Forensic

There are a variety of digital forensics
definitions in the literature and this term is often
used equally with Forensic Computing and
Computer Forensics, which indicates that they
carry the same meaning and purpose (Palmer,
2001; Sammes et al., 2002). Rodney
McKemmish (McKemmish, 1999) defines
forensic computing as “The process of
identifying,  preserving, analyzing and
presenting digital evidence in a manner that is
legally acceptable”. While Philip D. Dixon
(Dixon, 2005) in his article “An overview of
computer forensics” states that the core goals of
computer forensics are: the preservation,
identification, extraction, documentation, and
interpretation of computer data. However, there
are few procedures that have been defined and
considered to ensure that the forensic data is
valid and useful in legal affairs.

B. Digital Forensic Readiness
Rowlingson (Rowlingson, 2004) has defined
forensic readiness as the ability of an
organization to maximize their potential in
using digital evidence and minimize the costs of
investigations incurred by the organization and
added “forensic readiness is a security process
which is more procedural and staff-intensive
than technological”. Pangalos and Katos
(Pangalos & Katos, 2010) extend this
perspective as “the state of the organization
where certain controls are in place in order to
facilitate the digital forensic processes and to
assist in the anticipation of unauthorized actions
shown to be disruptive to planned operations”.
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Instead of forensic readiness, some authors
define forensic readiness as ‘proactive
forensics.

Bradford et al. (Bradford et al., 2004) define
proactive forensic as: “proactive computer
system forensics is the design, construction and
configuring of systems to make them most
amenable to digital forensics analyses in the
future”.  Mouhtaropoulos &  Dimotikalis
(Mouhtaropoulos et al., 2011) emphasize the
similarities of “proactive forensic” and “digital
forensic readiness” by commenting: “little
academic research has been conducted on an
organization's proactive forensic capability.
This capability is referred to as digital forensic
readiness and aims to maximize the forensic
credibility of digital evidence, while
minimizing its  post-incident  forensic
investigation.”

Il RELATED WORK

Forensic readiness would facilitate the entire
forensic process rather than only focusing on
the production of credible digital evidence and
adds a defensive dimension to the forensic
process (Kebande & Venter, 2018; Kyaw et al.,
2019). Thus, digital forensic readiness (DFR)
has been studied in many areas so that it can
implemented accordingly.

A. Digital Forensic Readiness Models
Based on the various studies about DFR, we
have gathered Digital Forensic Readiness
Models that will be groundwork to our
proposed model. Firstly, we have selected
digital forensic model that include readiness
phase in their model (Baryamureeba &
Florence, 2004; Carrier & Spafford, 2004,
Kohn et al., 2006; Montasari, 2016; Montasari
& Hill, 2019; Valjarevic & Venter, 2015).
Then, several models that were developed and
dedicated for digital forensic readiness were
studied thoroughly. Reddy and Venter (Reddy
& Venter, 2013) has developed an architecture
of a digital forensic readiness management
system. The system has included digital
forensic information module as one of the
components in the system. The components in
the system are listed here:
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1) Event analysis module

2) Digital forensic readiness module

3) Costing module

4) Access control module

5) User interface module

This is a conceptual design of forensic
readiness for management system.

Garba (Abdullahi Garba, 2015) developed a
holistic-based  digital  forensic  readiness
framework for a financial institution that
gathered various factors of DFR that are
suitable for bank’s operational unit. The factors
implemented are:

1) Policy and procedure

2) People

3) Forensic preparation

4) System and events

5) Monitor and report

6) Risk assessment

7) Legal requirement

However, this framework is presented in a
circular process which is confusing as this is
shown that the process can be started anywhere
in the framework. This is unsuitable as
obviously no process should start at monitor
and report, for instance.

Moussa et al. (Moussa et al., 2014) developed a
forensics readiness framework specifically for
infrastructure as a service consumer. The
factors of DFR included in the frameworks are:
1) Strategy

2) Monitoring

3) Compliance

4) Procedure

Each factor has its own sub-factor to support
the whole process. However, this is a
conceptual framework that needs extension
study to verify the model. Some other studies
have been done as well to gather more
information on DFR that can be implemented in
this research (Diaz Lopez, 2017; Englbrecht et
al., 2020).

B. Technology Readiness Index (TRI)
Another factor that is considered important in
digital forensic readiness is the mental readiness
that will assess a user’s personal characteristics
which indicates a propensity or willingness to
use digital forensic technology (Koivisto et al.,
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2016). Cyber security personnel are constantly
exposed to various pressures in the organization
including extreme workload, exposure to
extreme evidence such as child pornography,
and even disruption in the family (Chatterjee,
2016; Seigfried-Spellar, 2018). Cyber security
personnel should be prepared mentally and be
resilient for the challenges they may confront
with.

As we have explained in the previous section,
computing technology is highly dynamic, as is
digital forensic technology that cybersecurity
personnel need to keep pace with it. New tools
and technology are always produced for digital
forensics, so they must be aware of the latest
developments (Qasem, 2021). If users are not
inclined with the latest technology in digital
forensics, rejection can occur - resulting in the
organization  incurring  financial  losses,
investigation will be time consuming, and
evidence will not be gathered ideally.

TRI was introduced to find out the consumer's
tendency towards technology. This theory is
based on technological readiness factors that
focus on the measurement of individual mental
inclinations of users. In digital forensic context,
this index will be used to measure the
preparedness of cybersecurity practitioners
towards digital forensic new technologies,
techniques, and ideas mentally.

TRI divides the technology readiness factor into
four constructs namely ‘optimistic’,
‘innovative’, ‘discomfort’ and ‘insecurity’. The
‘optimistic’  construct means consumers
‘positive thinking towards technology and
consumers believe technology can provide
increased control, flexibility and efficiency in
life; the ‘innovative’ construct means the
consumer’s tendency to be a pioneer of
technology; the construct of ‘discomfort’ is a
perception of lack of control over technology
and a feeling of lack of confidence in using
technology well; and the construct ‘insecurity’
means a feeling of distrust of the technology
and the user doubting the ability of the
technology to do the job perfectly. The
‘optimistic’ and ‘innovative’ constructs are
under the category of positive readiness factor
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(motivator), while the constructs of
‘discomfort’ and ‘insecurity’ are in the category
of negative readiness factor (barrier). All these
constructs are described in general terms only.
In this study, the construct will be adapted into
the research model that will be integrated with
the existing factors in the previous models. TRI
has been used by various studies to measure the
level of technological readiness and the findings
from these past studies are seen to have an
impact on the issues studied (Rosalina et al.,
2020; Sharma, 2020; Smith et al., 2018).
Table 1 The Mapping of The Digital
Forensic Models and Frameworks with
Factors / Constructs

DIGITAL FORENSIC READINESS
MODEL / FRAMEWORK

FACTOR/ CONSTRUCT

Moussaa, 2014
Elyas, 2015
Pooe, 2015
Garba, 2015
Lopez, 2017
Collie, 2018
Pooe, 2018

Alenezi, 2019

Pratama, 2020

Kebande, 2020

Legal requirement
Legal and ethical X
Service level agreements (SLA)

B

ke

Multi- jurisciction X
Control and legality X
Electronic laws X
Justice system X
Law enforcement X
Legal and regulatory X
Policy x|x|x
Policy and procedure X X
Policing X
Policies X x
Forensic policy X
Strategy X |x X X

Readiness strategy X
Organizational forensic strategy X
Non-technical stakeholders X
Technical stakeholders X
Top management support X
People X x|x x
Incident & evidence expertise X

Management support X X
Human resources x

Justice personnel X
Technology x|x|x

Technological capacity X
Forensic technologies X
Technology & security X
DFR teclnologies X
Monitoring X | x

Monitor and report X
System architecture X X

Cloud architecture X
Training X
Training requirements X
Training and awareness X
Culture X
Organization culture X
Governance X|x X
Procedures X X X
Process X




Norulzahrah Mohd Zainudin?, et. al.

C. Summary of Related Work

Previously we have gathered the forensic
readiness factors in digital forensic readiness
models and frameworks that were developed by
various researchers. Table 1 shows the mapping
of the digital forensic models and frameworks
with their factors/ constructs. From this table
we conclude that the diverse terms are basically
refer to the same terms, and the conflicting
terminology reflecting different interpretations
of each factor / construct. Subsequently, we will
choose the relevant factors that relate to
cybersecurity  practitioners’  readiness  to
develop our model.

The Proposed Model

This study aims to concentrate on the cyber
security practitioners. We have explained the
various factors as well in DFR have been
identified from previous studies. Many DFR
factors involve in preparing cyber security and
digital forensic practitioners before they can
perform  digital ~ forensic  investigation
forensically sound. We find that most studies
that implement DFR focused more on corporate
readiness, lacking on the investigative area that
is equally significant. We will choose the

Stage 1: Academic literature review
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significant factors required in DFR for cyber
security practitioners and adapt the factors in
Technology Readiness Index (TRI), to
formulate an integrated model.

A. Development of Model

Figure 1 shows the model development process
which is divided into four stages. In the first
stage, thorough literature study is done to figure
out what are the influencing factors for digital
forensic readiness. In the next stage, the
relevant factors are identified, then assessment
is done to eliminate irrelevant factors as well as
replicated factors. Finally, we produce a
conceptual model of Digital Forensic Readiness
for Cybersecurity Practitioners. Table 2 shows
the mapping of existing digital forensic models
and the factors that were chosen. It shows that
some of the factors are not yet studied and
applied in forensic readiness. Thus, this study
will explore those factors to measure whether
they are significant in influencing digital
forensic  readiness for  cyber  security
practitioners. In the final stage, we produced a
conceptual model for the previously stated
reason.

[ ]

Stage 2: ldentification of digital forensic

N

readiness factors for cyber security

practitioners

Stage 3: Assessment and analysis of factors

and eliminate replications

Stage 4: Conceptual model

Figure 1. The model development process
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Table 2 The Mapping of Digital Forensic Readiness Factors and Existing Models

Existing Forensic Readiness Model/Framework
slolalz]|s|=l=12|8|8
L) [=] = = = = = 1 1 (]
Factor / Construct i (LR s B “h; :: = I g o
U oW ah o & o :‘_; |
122|382 8|0)83
Digital Forensic Optimism
Readiness based Innovativeness
on TRI 2.0 Discomfort
Insecurnty
Moderator Training u N u
w Mediator Expenence
S | Technical Forensic I | .
rE Factors Technologies h s h ' k A k
- System \ J
£ Architecture
é Org:mlr.‘limnal Management i I
3 | Factors Support N v N
2 Readiness | | |
2 Strategy ! N ! N : ‘
E Culture -,,' v
g Procedures v MERE
= Governance N v v
gf Legal Factors :]P::Jl::;‘-m N J | N Y J J J J
Legal and N . \
Regulatory
B. The Conceptual Model of Digital . Training: Training is incorporated in
Forensic Readiness for Cyber Security the human resource planning once an employee
Practitioners reports a job to increase knowledge sharing and
The conceptual model of digital forensic creation. Training is used as a moderator in this

readiness for cyber security practitioners, as
shown in Figure 2, illustrate the chosen factors
from our literature study. These factors are
explained thoroughly in the next paragraphs.

C. Digital Forensic Readiness based on
TRI 2.0
° Optimism: A positive view of digital

forensic and belief that it offers efficiency
during investigation

. Innovativeness: A tendency to learn
new technology, techniques, and ideas in digital
forensic

. Discomfort: A perception of being
overwhelmed by digital forensic technology
and digital evidence, as well as a perceived lack
of control over it.

o Insecurity: Distrust of digital forensic
technology, stemming from skepticism about its
ability to work properly and concerns about its
potential harmful consequences.

D. Digital Forensic Readiness Factors

© 2022 JPPW. All rights reserved

research model to study if it affects the
relationship between ‘Forensic Technologies’,
‘System Architecture” and ‘Forensic Personnel
Capabilities’

o Experience: What people encounter and
notice during their time at a company is referred
to as experience. Experience is being examined
as a mediator to see if it influences digital

forensics  readiness  primarily  through
experience.
o Technical Factors: The technical factors

describe the technical aspects that influence
digital forensic readiness in organizations.

o Forensic ~ Technologies: Forensic
technologies provide advanced forensic tools
hardware that enables organizations to perform
a full-scale digital investigation. When
gathering and analyzing digital evidence, they
are considered crucial. Conducting a digital
investigation can be difficult without the
appropriate tools, thus these technologies must
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be effective and accurate to generate admissible
evidence.

° System  Architecture: The ISO/IEC
27043 defined system architecture as the
organization’s  information  system  that
comprises of endpoints, network, software, and
data.

. Organizational Factors: The
organizational ~ factors show how an
organization's and its employees' characteristics
will help with digital forensic readiness.

° Management Support: This factor
includes the organization's top management,
which assists the organization in achieving
forensic readiness, including authorization,
decision-making, required personnel, and funds.
It is critical that top management in
organizations understands the significance of
being forensically ready and has control over
the formation and execution of digital forensic
readiness.

. Readiness Strategy: This factor refers
to an organization's strategy for achieving
forensic readiness. The plan, in general, is
concerned with how the readiness can be
implemented. Organizations must clearly define
committed strategic goals that serve the
organization's needs to achieve good forensic
readiness. To respond to future changes, the
organization's readiness plan must be flexible.

. Culture: This is a set of ideas, attitudes,
assumptions, and practices that have a direct
effect on the process of digital forensics. It is
critical to understand the culture before adding
digital forensics, as this leads to more effective
future forensics investigations.

. Procedures: This factor includes the
organization's digital forensics guidelines as
well as security and privacy policies during
digital investigations. Organizations should
make their forensics procedures transparent, as
this will enable them to obtain admissible
evidence. These procedures include a variety of
protocols, guidelines, and principles that govern
an organization's digital forensic investigation.
. Governance: This factor examines a
firm's capacity to integrate digital forensics
readiness. This entails overseeing processes and

© 2022 JPPW. All rights reserved
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duties to gather evidence and conduct a
successful forensic investigation.

o Legal Factors: Elements of lawful and
regulatory concerns are shown in the legal
factors.

o Forensic Policy: The forensic policy is
the legally binding structure of the laws that
regulate the forensics people, procedures, and
technologies within the firm. It should have top
management support, developed by the
organizations’ forensic and non-forensic
personnel, and it should incorporate in the
firm's policy strategy or as a distinct policy.

) Legal and Regulatory: Depending on
the jurisdiction and sector in which an
organization operates, legal and regulatory
standards are imposed on it.

Iv. DISCUSSION
CONCLUSION
This paper discussed about development of a
digital forensic readiness model specifically for
cyber security practitioners. We described the
concept of digital forensics, digital forensic
readiness and the existing digital forensics
readiness models and frameworks. All models
developed generally focus on the digital
forensic environment itself, as well as on a
specific area. The proposed model integrates
cognitive aspects adapted from TRI 2.0 that
measures psychological factors that influence
digital forensic readiness. This model focuses
on exploring influencing factors towards digital
forensic  readiness for cyber  security
practitioners. As this is a conceptual model,
there are more study need to be done including
verifying the model from experts and the needs

to perform technical analysis.

AND
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