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ABSTRACT
This study aims to explore the challenges of self-protect’ responsibility model for 
witness protection and to promote in the state members of the United Nations. 
Through doctrinal research method it examines the self-protect basic ideas and legal 
framework from the United Nation, its challenges in the United States and Indonesia 
context as the sample, together with the conditions to promote it. The result shows 
that self-protect responsibility model for the witness protection is developed in the 
basis of self-defence as a part of human rights. It has a benefit as a sharing model 
adjoining with the state and as an alternative protection model when the state fails 
to protect witnesses. However, two essential challenges remain in its strategies, 
namely uneducated barriers to aware the potentially dangerous circumstances, low-
income barriers to provide devices for self-protection by the witnesses, and the 
malpractices of using firearms other than for self-protection. The willingness and 
commitment of the country members to overcome the challenges will influence the 
promotion of the self-protection model. Three ways as the important features to 
make the self-protect responsibility model possible to be adopted, include 
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establishing regulation relating the usage of nonlethal weapons together with its 
sanction for the malpractice. Second, educating people on how to use nonlethal 
weapon properly and lawfully. Third, providing self-protect devices to a potential 
witness as needed. The original value of this result contributes to propose the way 
to make self-protect responsibility model being implemented broadly for a better 
witness protection program among countries members. 

Keywords: self-protect, responsibility, witness, protection. 

INTRODUCTION
A witness protection program is a strategy to 
secure witness cooperation and testify without 
fear in the criminal proceeding. It is a 
prerequisite for the criminal justice systems to 
achieve their intended goals, wit, security, and 
peace for the community and protect them from 
anti-social behaviour (Elliott and Quinn,
2016/2017). United Nations Office on Drugs and 
Crime (2008) revealed that the protection is 
more important, especially to combat corruption 
and other severe or organized crime. Security is 
vital. Nurhidayat and Kusumasari (2019) and 
Group 1 Members of United Nations Asia and 
Far East Institution (2012) found that the failure 
or success of any criminal case prosecution -
including corruption or organized crime-
depends on the witness' willingness to cooperate, 
including "insider" witness of organized crime, 
to dismantle the leaders of crime organization 
and break the criminal conspiracy.
The tremendous inconvenience may force a 
witness reluctant or even refuse to testify. Nor 
the witnesses, NurhidayatandKusumasari (2019) 
also found the whistleblower to do so. A 2015 
Uganda survey by Mbago et al. (2018) in the 
public sectors shown that from 2400 respondents 
who may become whistleblowers, only 6 per 
cent of them reported unethical behaviour in 
public sectors to the government officials. Such 
a situation becomes an obstacle in corruption or 
organized crime' law enforcement, as punishing 
such criminals is challenging without the 
willingness of witnesses to testify.
Moreover, it has a significant impact that many 
severe and dangerous crimes, including 
corruption, terrorism, organized crimes, become 
unclear and dismissed. For instance, Demir 
(2018) studied that the police dismissed to 
proceed La Cosa Nostra.Based on Group 1 
Members of The United Nations Asia and Far 

East Institution(2012) statement, the officer in 
Thailand dismissed 20% of cases since no 
witnesses were cooperating in testifying.The 
police moreover can't process. The Bumiputra 
Malaysia Finance (BMF) scandal in the 1980s 
after the internal auditor was murdered (Leong,
2017). The situation shows how vital and crucial 
the witness is in testifying the complex or 
organized crime cases and reflects how difficult 
it is to present the witness to testify without a 
protection program.
However, as the United Nations Office on Drugs 
and Crime (2018) stated, and OíFlaherty and 
Sethi (2010) supported, it is the state's 
responsibility to provide a witness protection 
program to implement human rights. 
Accordingly, country' worldwide today 
recognize the importance of witness protection 
programs. Moreover, the United Nations has 
established The United Nations on Drugs and 
Crimes (UNODC), which continually 
encourages member countries, including 
Indonesia, to strengthen witness protection. 
Especially, to combat serious and organized 
crimes, such as corruption, terrorism, and 
trafficking. Therefore, the state responsibility to 
give and conduct safety with this is called the 
state-responsibility model. Furthermore, the 
study by Hernandez (2017), IM Oudom (2017), 
Phomkong (2017), and Fatoni (2014) shown that 
state responsibility model becomes the basis of 
all witness protection programs in ASEAN 
countries, even in Indonesia. 
On the other hand, the model remains a problem 
to work effectively, at least in Indonesia (Public 
Relations of LPSK, 2017; Mareta, 2016; Bere,
2015). These facts support what United Nations 
Office on Drugs and Crime (2008) remind that 
protecting witness and human rights defender is 
not easy in practices. Neither a blueprint nor a
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single correct approach to witnessing protection 
and human rights defender protection. 
While all ASEAN countries emphasize merely 
the state responsibility model to protect 
witnesses, the United Nations Office of High 
Commissioner of Human Rights (2008) and 
United Nations Office on Drugs and Crime
(2008) introduced a self-protect responsibility 
model as a sharing model adjoining the state. In 
the self-protect responsibility model, the 
witnesses themselves shall establish their safety. 
However, although United Nations Office of 
High Commissioner of Human Rights and 
United Nations Office on Drugs and Crime
introduced it, none of the ASEAN countries 
adopted in their legal protection policies. 
Moreover, the discussion and studies of the 
model, together with its challenges, has not 
developed yet, even in Indonesia. In the other 
hand, the research of the challenges and the way 
to provide the self-protect model is feasible, 
considering its benefits as a sharing model 
adjoining with the state and as an alternative 
protection model when the state fails to protect 
witnesses. 
The originality of this research is exploring the 
challenges to implement the model in Indonesia 
as a sample, and the propose of adopting the 
self-protect model for a better witness protection 
legal policy management. This value is a 
learning for other states in adopting such a 
model to eradicate corrupt criminal for their 
condition. The discussion focuses on the two 
following research questions. Firstly, exploring 
the challenges of embracing the self-protect 
model in Indonesia. Second, examining the 
arguments and adopting the self-protect model 
work well for witness protection legal policy 
management in the future. 
MATERIALS AND METHODS
The research methodology in this paper uses 
both the doctrinal approaches (Ali et al., 2017), 
especially legal doctrinal approach. Through 
legal policies, research results, and official 
report it examines the global legal framework 
and ideas on the self-protect responsibility 
model to protect the witness together with its 
challenges into Indonesian condition, learning 
from the United States practices. Qualitatively, 
the research will analyse the benefits and 

challenges in implementing the model into 
Indonesian situation and explore the conditions 
to make it work as an alternative and a sharing 
model adjoining with the state responsibility, for 
a better witness protection program.  However, 
because of a minimal source provided by hard-
copied international journals and books on the 
topic, this research used secondary data that are 
mostly offered electronically on the internet. 
Hereafter, the conclusion uses a deductive way 
of thinking (Elo et al., 2014).

RESULTS AND DISCUSSION
The challenges of embracing the self-protect 
model in Indonesia 
United Nations gives a broader meaning of 
witness, including informant, witness, judicial 
official, an undercover agent or other (United 
Nations Office on Drugs and Crime, 2008), and 
expert (Art.32 of UNCAC), who is eligible to be 
considered for protection. Moreover, many Asia 
Far East Countries adds whistleblower (Group 1 
Members of The United Nations Asia and Far 
East Institution,2012). Hernandez (2017) stated 
that the witnesses play an essential role in 
bringing the perpetrator to justice by giving 
testimony in the criminal proceeding. On the 
other side, it is a crucial issue. As Demir (2018), 
Mareta (2016), and Montanino (1990) studied, 
they often at risk of being threatened, attacked, 
or even killed by powerful and influential 
individuals or groups, to prevent them from 
testifying. For instance, in Indonesia, the risk 
happened to several witnesses and undercover 
agents. Novel Baswedan- a senior investigator of 
the Corruption Eradication Commission (KPK) 
– whose face was sprayed with hydrochloric 
acid by strangers on April 11, 2017 
(Mohammad, 2017). Hermansyah were attacked 
or threatened by an unknown man (Riyandi,
2017). An unidentified person killed Fredi, a 
prosecuted man who refused to make the alibi 
for two East Miomafo Police Station (initials 
FCY and L.U.) when Paul Usnaat's murder 
happened (Bere, 2015). S.H. (initial), an anti-
corruption activist in South Sumatra, was also 
doused with hydrochloric acid by a stranger in 
Palembang (Public Relations of LPSK, 2017). 
Therefore, it is essential to protect witnesses 
from the tremendous inconvenience which may 
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force witnesses reluctant or even refuse to 
testify.
Witness protection refers to all effort to prevent, 
minimize, and stop any harm, intimidation, or 
threats on witnesses. United Nations Office of 
High Commissioner of Human Rights (2008) 
includes the security of any measures to prevent 
and respond to harm or threats.
State Responsibility and Self-Protect 
Responsibility Model: Learning from The 
United States
Since witnesses are part of the citizens and 
protecting them from any risk and harm which 
threatens life and security are part of human 
rights protection, it is the state responsibility to 
do so. Furthermore, United Nations Office of 
High Commissioner of Human Rights (2008) 
emphasizes it as the primary responsibility of the 
state. In the state responsibility model, the state 
gives and conducts the protection. 
The main background of using the state 
responsibility model in mostly country members 
of United Nations is that they ratify and 
implement Article 24 of The United Nations 
Convention against Transnational Organized 
Crime [UNCTOC]: General Assembly 
Resolution 55/25 of November 15, 2000, and 
Article 32 of United Nations Convention against 
Corruption [UNCAC]: The General Assembly 
Resolution 58/4 of October 31, 2003, as the 
basis of witness protection programs. These two 
international conventions use the state 
responsibility model to protect witnesses, 
victim-witness, and whistleblower (Group 1 
Members of The United Nations Asia and Far 
East Institution, 2012).
Providing a witness protection program may 
encourage witnesses willing to testify without 
fear. Thus, the program will support the success 
of adjudicating criminals to the court. The 
Philippines, for instance, has got the benefit of 
providing witnesses protection program as 
succeeding in deciding 34 severe criminal cases 
from the period of January 1, 2011 – June 30, 
2011, with witness covered under the program 
willing to testify, and 32 of the cases have won, 
including the second Estrada plunder case 
(Perez, 2014). But, on the other hand, many 
studies and reports reveal several weaknesses of 

the state-responsibility model in providing 
witness protection programs, as follows.  

1. The process to entitle protection programs from 
the state needs an extended procedure, which 
may put the witness at risk of threats before 
being included in the state's witness protection 
program. 

2. There was less representative of the witness 
protection agency in the regions, which causes a 
lack of witness protection in remote areas.

3. The program has a limit on intelligence and 
security forces.

4. A limited budget causes the weakness of the 
supporting system.

5. There is a lack of responsible officials to 
perform the protection voluntarily.

6. It remains an inadequate technology and other 
infrastructure.
Meng et al. (2019), Demir (2018), Mareta 
(2016), United Nations Office of High 
Commissioner of Human Rights (2008), and 
Group 1 Members of United Nations Asia and 
Far East Institution (2012), found that 
weaknesses.
Considering the weaknesses of the state-
responsibility model, United Nations Office on 
Drugs and Crime (2008) and United Nations 
Office of High Commissioner of Human Rights
(2008) promotes an alternative and sharing 
model for witness protection legal policy, which 
is called the self-protect responsibility model. 
Nevertheless, most country members, including 
Indonesia, have not adopted it yet. 
The purpose of the self-protect responsibility 
model is to reduce immediately or suddenly 
one's exposure. Its concept bases on self-defence 
as a part of human rights, especially the right to 
defend for life or the security of a person. Such 
human right is protected well in Article 3 of 
Universal Declaration of Human Rights. As a 
part of human right, self-protection has a 
principle that everyone, including witnesses, has 
the right to protect themselves from every 
situation which endangers their life. 
Furthermore, to get their safe life, they also 
respond to defend themselves before waiting for 
the state to protect them. This right and self-
responsibility bring them in the condition where 
they shall be aware and have the ability and 
power to defend every minute the threaten 
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comes unpredictably. Therefore, it encourages 
discussing the strategy to establish a self-protect 
responsibility model legal policy as described 
below.
As United Nations Office of High 
Commissioner of Human Rights(2008), United 
Nations Office on Drugs and Crime(2008), and 
Dedel(2006) found, it is not wrong that 
individuals, including witnesses, are their own 
best protectors. However, some people are not 
able or have sufficient power to protect 
themselves physically. Of that position, Dedel 
(2006) comes to the opinion that the state or 
police shall shift some greater responsibility to 
them in sharing responsibility. Thereof, Scott & 
Goldstein (2005) and Dedel (2006) promotes 
police-community partnerships to address 
specific public safety problems. As the witness 
protection problem is a part of the public safety 
problem, the state may adopt the police-
community partnership model more extensively 
in the witness protection legal policy 
management.
In the framework of police-community 
partnerships, Scott & Goldstein (2005) develop 
methods for shifting and sharing responsibility 
for public safety problems by compelling others 
to accept community problems. This method can 
employ in several ways. including:
1. guiding victims and offenders.
2. making a straightforward informal request 

of some entity.
3. making a targeted confrontational request 

of some entity.
4. engaging another existing organization.
5. pressing for the creation of a new 

organization to assume responsibility.
6. shaming the delinquent.
7. withdrawing police services.
8. charging fees for police services.
9. pressing for legislation.
10. bringing a civil action to compel entities to 

accept responsibility. 
The shifting and sharing responsibility indicate 
that peoples, even the witnesses responsible for 
protecting themselves, must not depend on the 
state.   As developed by Scott & Goldstein 
(2005), several methods may become the 
supporting methods to make self-protect work 
well. However, when a sudden threat exposes, 

the main factor in defending is the witness 
position, awareness, ability, and power before 
getting state or police services. 
Regarding United Nations Office of High 
Commissioner of Human Rights (2008) and 
United Nations Office on Drugs and Crime
(2008), the self-protect-responsibility model for 
witness protection may develop two main 
strategies, including: 

1. Promote to everyone who potential of being a 
witness:   

a. to be aware of the potential risks of a dangerous 
circumstance.

b. to exercise proper judgment, caution, and 
sensitivity in all their situation; should critically 
tailor responses to local events and justify each 
reaction based upon reliable analysis.

c. To accurately aware of their security 
environment for establishing contact with the 
field presence; determine their self-protection 
strategy due to their reliable estimation of the 
danger.

2. Develop the forms of self-protection strategies 
that may be chosen by the witness/victim, 
including:

a. Strengthening protective physical barriers by, for 
instance, installing alarms or electronic devices, 
hiring bodyguards, or travelling with armed 
escorts.

b. Applying a rapid response mechanism, such as 
having access to a contact person on call and a 
phone, or entrance to safe harbour within a 
community.

c. Changing behaviour by reducing or hacking 
activities may drive the threat to be carried out, 
adopt unpredictable and different routines, hide 
relationships, or change individual attitudes.

d. visiting a friend or family out of town, going 
into hiding, fleeing a location temporarily, being 
transferred to another office's location 
temporarily or permanently.

e. creating a distance with the threats.
f. In a specific condition, the protection units may 

include training in basic self-defence techniques 
or the use of firearms. 
Based on the first strategy, to strengthen the 
witness position at risk and minimize the 
problem, every person, especially those 
potentially being witnesses, shall be warned by 
the government that the threats, intimidation, 
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retaliation, and attack may expose them 
everywhere, every time to everybody. Of these 
situations, the witness shall make an immediate 
response to self-protection before applying 
furthermore to responsible officials' protection. 
The reaction to the threats means any response, 
including a self-protect strategy. The witness 
must take initial action before justifying the right 
design to respond to intimidation is to analyse 
the level of the threats or intimidation and 
whether the surrounding community shares 
responsibility for the oppression and can help 
respond to it (Dedel, 2006). The responsive 
surrounding community is thus a factor that may 
determine how self-protect can work effectively.
Measuring the level of the threat will allow 
determining the effective strategy. Choosing 
which strategies as promoted by United Nations 
Office of High Commissioner of Human Rights
(2008) and United Nations Office on Drugs and 
Crime (2008) depends on the status of the 
danger that may differ from every witness.  The 
forms of self-protection strategies introduced by 
United Nations Office of High Commissioner of 
Human Rights (2008) and United Nations Office 
on Drugs and Crime (2008) undoubtedly may 
further be broadened or variated. It depends on 
the type of threats; the environment in which the 
person lives (e.g., a rural or an urban, a conflict 
or a post-conflict); access to legal, financial, and 
other resources, and the existence of social 
networks.  
However, self-protection strategies are not free 
of challenges. Some challenges which may 
practically raise are:
1. Individual inability to aware of potential 

danger's circumstances, and critically tailor 
responses to the threats, intimidation 
retaliation, or the offensive.

2. The economic barrier to provide means of 
self-protection.

3. Firearms' malpractice usage, other than for 
self-protection purposes.

The United States, for instance, experienced 
firearm-malpractice use. At least forty state 
constitutions protect a right to bear arms in the 
self-protection, while others prohibit it, 
especially for felons, minors, and old (Volokh,
2009). The facts show that using possession of 
weapons for intimidation is more often than for 

self-protection (Hemenway & Matthew, 2004). 
In their research, Hemenway andSolnick (2015) 
concluded that self-defence gun use is rare and 
not more effective at preventing injury than 
other protective actions. It is better not to use a 
firearm to broaden the self-protection strategy in 
witness protection for paying attention to the 
harmful excesses.
The Challenges of Adopting the Self-Protect 
Model in Indonesia
Even though laws and practices vary from 
country to country, it is apparent that every state 
in the world experience common problem on 
how to protect witnesses effectively.  In a world 
that is becoming increasingly interconnected, it 
is essential that every state considers the global 
legal framework, ideas, and reported practices of 
the self-protect responsibility model to be 
adopted or implemented as far as possible in 
their local legal system. Therefore, it is better for 
every state, including Indonesia, to explore its 
concept or principle, its strategy, and its 
challenges before adopting the model.  
Indonesia's legal framework accepts the concept 
of the self-defence responsibility model as a part
of human rights, especially the right to defend 
for life or the security of a person. It is provided 
well in Article 28A of Indonesia Constitution 
and Article 9 paragraph 2 and Article 29 
paragraph 2 of Law No.39 of 1999 of Human 
Right Law, which promulgates the right to 
defend for life and security self-protection. 
Based on that legal framework, every witness 
has the right to protect life or security in facing a 
dangerous circumstance. It supports what Orücü 
found (2000) that adopting a legal substance -in 
this case the concept and principle of the self-
protect model- is more accessible than a legal 
culture. There will not be a mismatch in the 
adoption process since the concept and principle 
of the self-protect model follows the Indonesian 
legal framework, namely the protection of 
human rights.  Furthermore, it will support 
thriving management in establishing a witness 
protection legal policy using the self-protect 
model adoption. 
Even most of the strategies and the forms of 
self-protection strategies as explored by United 
Nations Office of High Commissioner of Human 
Rights (2008) and United Nations Office on 
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Drugs and Crime (2008) normatively may be 
implemented in Indonesia since there is no 
contradiction with the legal framework as well 
as human rights protection. The state is 
responsible for respecting, protecting, fulfilling, 
and promoting human rights effectively, 
includes establishing two main self-protect 
strategies as introduced by United Nations 
Office on Drugs and Crime and United Nations 
Office of High Commissioner of Human Rights. 
Articles 71 and 72 of Law No.39 of 1999 of 
Human Rights Protection guarantees that 
responsibility.  
The protection management may include 
promoting to everyone who potential of being a 
witness to be aware of the potential risks of 
endanger, exercising proper judgment, caution, 
and sensitivity in all their interactions, critically 
tailoring responses to local circumstances and 
justifying each reaction based upon reliable 
analysis, establishing contact with the field 
presence, determining their self-protection 
strategy due to their reliable estimation of the 
danger. Furthermore, developing the forms of 
self-protection strategies chosen by the 
witness/victim, as promoted by United Nations 
Office of High Commissioner of Human Rights
(2008) and United Nations Office on Drugs and 
Crime (2008), may also be implemented in 
Indonesia since no contradiction found with the 
Law, except the use of firearms. 
Another adoption process that may be 
considered, as Orücü states (2000), is a 
mismatch or problem in adopting cultural 
differences, such as the challenges practices. 
However, Indonesia should overcome to manage 
adoption work well in Indonesia. Of that issue, 
considering Orücü point of view (2000), 
Indonesia should make a harmonization. 
One of the challenges in implementing a self-
protect strategy in Indonesia and the United 
States is the malpractices of using firearms other 
than self-protection. Indonesia even allows 
someone to possess firearms for self-protection, 
however, with the police's strict selection and 
license. Article 8 to 10 of The Chief of The 
Republic Indonesia Police Regulation No.18 of 
2015 on Licensing, Supervision and Control 
Non-organic Firearms to Self-protection 
provides it. Although there is a strict selection 

and license to possess firearms, the fact shows 
that Indonesia experienced malpractices of using 
guns by civilians. Civilians own 41.102 firearms 
until 2013 and illegally had some of them 
(Munandar et al., 2018; Latifah, 2017). Four 
hundred fifty-three cases of malpractice usage of 
weapons occurred in 2009-2011 (Hikmawati,
2021). Those who were shot in a crime were 
victims of crime, not perpetrators (Maf'ula,
2020; Munandar et al., 2018) and using firearms 
for intimidation (Latifah, 2017). Of these 
experiences, it seems so hard for the police to 
control each civilian not to use guns other than 
for self-protection. Even the excess of firearms 
by a civilian is more dangerous and inversely 
violates others-human rights than self-protect 
purposes. It causes a deathly lot. 
There are other challenges in implementing self-
protect strategies in Indonesia. Such as an 
individual inability to aware and respond to 
potential danger's circumstances and the 
economic barrier to provide self-protection. 
These challenges seem to be the more complex 
experiences for Indonesia as a low-middle 
income country (World Bank,N.d) with other 
problems such as infrastructure and educational 
problems. It is difficult for potential witnesses 
with low income to provide self-protection 
strategy, such as installing alarms or electronic 
devices, hiring bodyguards, or travelling with 
armed escorts. Thus, there are limitations to 
choosing a costly system. In fact, it is also hard 
for potential witnesses with low educational 
background to be aware of potential danger's 
circumstances and critically tailor responses to 
the threats. What works in one place may not 
work well everywhere.

The Condition to Make Self-Protect 
Responsibility Adoption Work Well: 
Learning from Indonesia
Making self-protect responsibility adoption work 
well in Indonesia means that Indonesia accepts 
its concept and principle and minimizes the 
challenges of its strategies as internationally 
explored instead of eliminating.  Bellow 
describes the conditions support.
Even though Indonesia's legal framework 
conceptually and principally accepts the self-
protect responsibility model, none of Law 
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strictly regulates it yet. Law Number 13 of 2006, 
as amended by Law Number 31 of 2014 of 
Witness and Victim Protection, arranges a state-
responsibility model for witnesses-protection.  
Article 11 of Law Number 13 of 2006 provides 
the establishment of the Witnesses and Victims 
Protection Agency which is entitled to organize 
and coordinate witness protection programs as 
set in Article 5 of Law Number 13 of 2006 as 
amended in a broader meaning of witnesses by 
Law Number 31 of 2014. However, the Law 
does not set witnesses right to develop any forms 
of self-protect strategy, especially to respond to 
the immediate threat they faced before the state 
placing them into the witness protection 
program. Therefore, a self-protect approach is 
needed in that dangerous situation and must be 
regulated to ensure the right, any form of self-
protect strategies that the witness may choose, 
and how to make it work well, related with the 
challenges of its design.   
The first challenge that should eliminate in self-
protection is the malpractice using of firearms. 
Based on the facts that malpractice using guns 
by civilians tends to cause deathly excess and 
inversely violates others-human rights than self-
protect purposes, it would be wise to prohibit it 
in Indonesia. Instead, it may alternatively use 
any other object of weapons for self-protection 
as permitted by Article 4 paragraph (2) of The 
Chief of Republic Indonesia Police Regulation 
No.18 of 2015. The Article provides the use of 
tear gas sprayers and electrical shocks.  These 
forms of weapon are nonlethal or less-lethal 
weapons. Out of the provision, thereare other 
weapons specified as nonlethal or less-lethal 
weapons. These forms include such as stun guns, 
hand-held chemical irritant sprays (Volokh,
2009), baton, kinetic impact projectiles, dazzling 
weapons that use, for example, lasers or light-
emitting diodes (LEDs), and acoustic weapons 
(United Nations Office of High Commissioner 
of Human Rights, 2020). All these forms of 
nonlethal weapons properly account for their 
classification and their specific risk before 
adopted and may be chosen by the witness for 
self-protect.
Using nonlethal weapons for self-protection only 
means to deter, intimidate, minimize, or stop the 
threat as much as possible by threatening or 

occasionally inflicting severe pain. They intend 
to be less likely to kill unless proven otherwise, 
or incidental casualty risk, which causes serious 
injury even death. Civilians may use nonlethal 
weapon force only in the circumstances when 
strictly necessary, subject to proportionality. In 
situations where other less harmful measures 
have proven are ineffective to address the threat. 
A part of witnesses who cannot use nonlethal 
weapons may take a class on using the nonlethal 
weapon lawfully and adequately for self-
protection, which the police or public security 
agency shall provide. However, improper, and 
unlawful use of nonlethal weapons may cause 
maximum injury to persons who do not pose a 
severe threat sufficiently to warrant the use of 
such weapons. Therefore, if someone gets 
seriously injured or dies caused by nonlethal 
weapons, the Indonesian Law has promulgated 
that the user is not responsible for self-
protection, except otherwise proven likely to 
kill, as will be interpreted by the judges. Article 
49 paragraph (1) of The Indonesian Criminal 
Code (S.1915 Number 732 into effect by Law 
Number 1 of 1946) warrants that condition. On 
these facts, the state should regulate it clearly 
about whom can possess nonlethal weapons, the 
strict selection and license to own, and in which 
circumstances the usage is lawful and unlawful 
together with its sanction for malpractice usage. 
All of those is solely in the merits of witness 
protection goal and work.
The other challenges of choosing the form of 
self-protect strategies for Indonesian people are 
an uneducated barrier to aware potential danger's 
circumstances, even critically tailoring the 
threats, and a low-income barrier to providing 
devices for self-protection. The state may 
eliminate the obstacles through two proposals: 
educational and funding support and a long-term 
improvement of people's welfare and education. 
However, it seems complicated to realize since it 
is an excellent policy that will burden the state's 
budget, while the state shall share the budget 
even for other development programs. As 
needed by a potential witness for self-protection, 
lending devices may become a cheaper way to 
choose, although not commonly used.
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CONCLUSION
Based on the analysis it can be concluded that 
the self-protect responsibility model for the 
witness protection as internationally initiated by 
the United Nations Office of High 
Commissioner of Human Rights and United 
Nations Office on Drugs and Crime bases on 
self-defence as a part of human rights. It is a 
shifting and sharing responsibility between 
witness as individual and the state that develops 
two main strategies. First, promotes to everyone 
who potential of being a witness to be aware, to 
exercise proper judgment, to accurately aware of 
their security environment. Second, develops the 
forms of self-protection strategies that may be 
chosen by the witness/victim, including the use 
of firearms.
The main challenge in implementing self-protect 
strategy in Indonesia and the United States is the 
malpractices of using firearms other than self-
protection. This issue should be considered 
before any member statesdecide to adopt them. 
Conceptually and principally any country’ legal 
framework may adopt the model since it is a part 
of human rights. However, two other challenges 
remain as well as the malpractices of using 
firearms, namely uneducated barriers to aware 
the potentially dangerous circumstances, and 
low-income barriers to providing devices for 
self-protection by the witnesses. 
Nevertheless, it believes that the state can still 
overcome the challenges even though some are 
easier than others. There are three proposals to 
make the self-protect responsibility model 
adoption work well. First, establishing 
regulation relating the strategies for self-defence, 
such as nonlethal weapons: the strict selection 
and license to own, and circumstances the usage 
is lawful and unlawful together with its sanction 
for malpractice usage.  Second, educate civilians 
about their right to own nonlethal weapons for 
self-defence and how to use them properly and 
lawfully in a particular circumstance. Three, 
providing self-protect devices to a potential 
witness as needed.
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