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Abstract 
These days, education is rapidly expanding, and each of its core procedures and 

techniques is rapidly altering. The global education system is transitioning to a cloud-

based learning model. Educational institutions have no choice but to use cloud-based 

learning when the socioeconomic situation is dire, such as during a global epidemic. 

Because of its adaptability, variety, user acceptance, economics, and structure, cloud-

based learning methods are becoming heavily dependent on the future of the worldwide 

education system. Learning from home and then taking online tests is the latest craze in 

education and its evaluation culture in this Covid-19 pandemic situation. It is, of course, 

a preventative strategy to avoid disease infection. Proctoring has become a new difficulty 

in this Learning Management System (LMS) era, as online tests have become the new 

trend. In this next stage of education's scalability, the opportunity to completely proctor 

remote online tests is a critical limiting issue. The most common technique of 

assessment is human proctoring, which entails either requiring examinees to visit the 

examination center or observing them visually and vocally throughout exams through a 

webcam. However, such methods are time consuming and costly. Internet proctored 

tests are commonly employed in all kinds of academic education and skills. In proctored 

online assessment verification, authorization, and operational management, modern 

technology is critical.The study conducts literature review to better understand 

academic fraud and the security mechanisms in place to combat it. This study goes on to 

depict a paradigm for proctoring virtual exams in different universities based on 

contextual factors. The proposed proctoring framework can offer universities with 

preliminary recommendations for implementing online exams. 
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Introduction 

The CORONA virus outbreak in 2019 has 

heightened awareness of digital teaching and 

learning, that's been on the upswing for some 

time.Most of these online courses also 

incorporate online assessment activities, which 

poses a lot of concerns and challenges in terms 

of plagiarism and overall academic integrity. 

Utilization of online proctoring solutions for 

online tests is one method to deal with some of 

these issues.The use of virtual tools for 

measuring students' progress during 

evaluations is known as online proctoring. As 

they continue to resolve their limitations, the 

technology has the ability to enable students to 

participate an online assessment from a distant 

location while assuring the safety (security and 

reliability) and trustworthiness of the online 

exam [1].This includes securing and 

preserving the standards of an exam and its 

management by authenticating the student and 

their identity. Educators who are actively 

engaged in online education are worried about 

the protection of eLearning technology and 

online examinations [2]. According to certain 

estimates, the global eLearning business has 

surpassed the $100 billion mark. As the shift 

to online education progressed, the security 

risks of virtual learning technology became 

more obvious and raised greater concerns, 

particularly about privacy and integrity 
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issues.There are two primary components to 

online proctoring. To begin, turn on a webcam 

on the student's computer to video capture the 

real learning environment including 

everything the student accomplishes during the 

exam session [3].This video footage can be 

monitored remotely by the examiner or 

proctor. The examiner or proctor can identify 

potential cheating, suspicious actions, and 

attitude, such as speaking to someone in the 

room or checking for answers in a booklet, 

smart phone, or other printed media [4].The 

second option is lockdown, which prevents 

students from accessing any other computer 

software, along with the Internet browser, as 

well as user-computing procedures (such as 

copying, pasting, or printing), which could 

lead to exam cheating. This study's author 

aims to create a multimodal intelligence 

system that can also provide for exam 

continual online proctoring system (OPS).The 

general purpose of this system is to ensure 

exam academic integrity by offering real-time 

proctoring in order to catch the bulk of test 

taker cheating behaviours. 

The sections of the research work are as 

follows: Section 2 covers Cloud Based LMS 

Security and Online Exam Proctoring System 

in detail. Section 3 went over all of the 

connected works that have been published to 

date by reading a lot of related publications 

and researches. Section 4 discussed the 

proposed works and methodology in detail, 

with the best explanations possible. Result 

Analyses were briefly discussed in Section 5. 

Finally, Section 6 describes the Conclusion 

and Next Steps.  

 

Cloud Based LMS Security and Online 

Exam Proctoring System 

The cloud system, also known as cloud 

technology, is a specific technological method 

that allows members to engage in virtual 

learning or e learning sessions via an internet 

connection from any location at any time [2]. 

Cloud computing and e-learning work together 

to create a virtual space where students and 

faculty or learners can exchange ideas. In 

today's world, the educational system has been 

totally changed into a digital paradigm, with 

cloud-based learning management systems 

serving a key role in improving system 

optimization, cost reduction, reliability, and 

stability. Various types of cloud computing are 

advancing at breakneck speed all around the 

world. Figure 1 depicts the various levels of 

services supplied by cloud computing service 

providers. 

Fig. 1. Cloud computing Services [2] 

LMS stands for learning management system, 

so it is platform that allows an e-learning 

platform run smoothly. Students acquire 

knowledge and skills using the internet as a 

tool. It gives instructors or mentors a way to 

evaluate pupils by giving them online exams 

and evaluating the outcomes [2]. The focus of 

the LMS is mostly on rapidly changing 

information technologies. Security, 

appropriate equipment, infrastructure, price, 

quality, and accuracy are just a few of the 

technological challenges that users or learners 
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face. As a consequence, the user's 

technological learning becomes a 

problem.Users can access a large and diverse 

database through the internet thanks to this 

cloud-based technology. A data storage center 

and its related management system are now 

unavoidable because users are continuously 

dealing with massive amounts of data. The 

infrastructure is made up of storage devices, 

software, physical interfaces, and a 

communication network. In this cloud service 

paradigm, there are three types of participants. 

The three groups are solution provider, 

programmers, and end users. Maintenance and 

monitoring of the service, as well as the 

infrastructure components, are the 

responsibility of service 

providers.Programmers are in charge of 

providing end users with infrastructure-based 

services. End users use the full range of cloud 

service functionalities to perform personal and 

corporate tasks from a number of places over 

the internet. There is a big security risk now 

that multiple customers are using the same 

platform in a cloud service. Because the cloud 

computing system is reliant on a number of 

technicalities, there are a number of security-

level protocols, such as SaaS, PaaS, and IaaS, 

that efficiently manage the security system. 

The dangers connected with cloud-based LMS 

are listed in Table 1. 

Table 1.  VariousThreats [2] 

 

Learning platforms are vulnerable to the same 

kinds of flaws that affect all information 

systems. Among the tactics used include XSS 

(Cross-Site Scripting), SQL code injection into 

internet sites, malware as well as worms, 

trojan files, computer hacking, and others 

[1].The CIA triad (confidentiality, integrity, 

and availability) as well as additional security 

elements like evidence of identification, 

remote access, approval, financial analysis, 

command, non-repudiation, and monitoring of 

online examination processes constitute the 

cornerstone of a reliable Online Proctoring 

System (OPS).To achieve these goals, 

administrative, technological, and physical 

controls might be applied. Basic security 

principles can be applied to LMS and OPS in 

general (privacy, reliability, availability, 

integrity, operational procedures, and so on). 

Breach of access control and data 

(information) "leakage," for instance, are also 

both violations of confidentiality. Plagiarism 

and theft are both attempts to undermine one's 

credibility. Availability attacks on OPS are 

denial of service attacks.The removal of exam 

logs and video recordings before they are 

completed is an attack on accountability [1]. 

Integrating online proctoring with the other 

applications could lead to security flaws. It can 

be obtrusive if an OPS is established on an 

independent platform or a generalized LMS 

platform, for example. The LMS may include 

sensitive or confidential information that must 

be protected (for instance, learner profiles and 

proprietary learning content). In addition, to 

expand functionality, current LMS are linked 

to additional third-party software tools like 

cloud-based lab projects (for instance, short 

movies, hacking simulators, short writings, 

questionnaires), plagiarism checking, and so 

on.Security capabilities and additional controls 

are necessary for security problem 

identification, protection, detection, enquiry, 

mitigating, response, and documentation in 

Threats and other issues associated with Cloud Based  

LMS  
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order to remove or mitigate the impact of these 

vulnerabilities. The "leakage" of examination 

content is another key problem for teachers. 

Screen scanner (holders) can capture an image 

and store it as a PDF file, even if a word 

cannot be copied and pasted.The PDF file can 

be converted into editable text utilizing optical 

character recognition (OCR) software. By 

preventing screen scanners, security 

mechanisms, on the other hand, can prohibit it. 

Data leakage can take several forms, including 

access to preliminary studies' content, a proxy 

impersonating the users, the use of fake 

identity, a breach of the students' records' 

integrity, and so on. Other forms of content 

theft, including such "Brain Dumping" 

(memorizing examination content using 

human memory) ,use of hidden cameras to 

duplicate exam materials, are more difficult to 

detect. Static, repeated passwords are the most 

common method of user authentication. It has 

a number of flaws that are well-known. 

Technologies like such a one-time password 

may be able to help large-scale OPS. 

Authentication systems based on challenge-

response are regularly investigated by small-

scale OPS developers. Traditional one-time 

authentication mechanisms used in face-to-

face examinations are inadequate for a secure 

OPS.A test-taker may have to be re-

authenticated continuously or on a frequent 

basis all through the examination in OPS to 

identify a proxy impersonation. The way to 

manipulate behavioral indications is another 

differentiator. During face-to-face 

assessments, the proctor observes the student's 

behaviour visually, whereas computer 

activities are normally unmonitored. A 

webcam is a popular and effective tool for 

observing and recording activity. Screen-

sharing technology as well as a keyboard 

listener application can be used to manage user 

activity on the computer. Dual surveillance 

distinguishes two types of theft: illegal money 

transactions and unlawful behavioral conduct 

(fake identity, multiple computers, books).The 

behavioral behaviours could be observed in 

real time or asynchronously (as a preventive 

measure) (as a detective measure, after-exam 

recordings are viewed). The three types of 

online examination proctoring are available 

through a variety of online proctoring 

platforms. However, universities in the 

procedure of selecting and deploying an OPS 

should evaluate following considerations first 

are depicted in table 2: 

 

 
Table 2 Features of OPS [5] 

Confidentiality and administration, security 

and anti-fraud procedures, and their associated 

expenses are all important aspects to consider 

when implementing an online proctoring 

system. Table 3 shows the characteristics of 

each of the several systems: 

 
Table 3 Capabilities of each of different OPS 

[5] 

 

 

Two well-known technologies, Xproctor and 

ProctorU, can be used to combat different 

fraud. Xproctor (n.d.) authenticates students 

and tracks their participation over time using 

facial recognition, behaviour video-streaming, 

speech, and photography technology.Xproctor 

simplifies synchronization with the LMS 

(Canvas, Blackboard, Moodle, Desire2Learn), 

offers a limitless quantity of photo captures, 

screenshots per test, and video capture time 

when installed on the user's computer 

(Windows or Mac OS).ProctorU (n.d.) offers 

an AI-based autonomous OPS that can be used 

separately or in tandem of Pearson's MyLab 

product line. The fully automated solution 

includes multivariate regression identity 

verification (includes ongoing biometric 

authentication), video capturing, and AI-

powered behaviour analysis. 
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The basic architecture of such an OPS and an 

exam room shows users (test-taker, proctor, 

and unauthorized collaborator), unauthorized 

information sources, WIFI device, computing 

devices, and data storage (Fig. 2

).

 
Fig. 2. Online proctoring system [1] 

Related Work  

Following an examination of several studies 

and papers on the subject, it was determined 

that ongoing research and studies are being 

conducted to increase the accessibility of 

cloud-based LMS while preserving optimum 

security in OPS. The perspectives of certain 

papers and studies are presented below.: 

According to paper [1], online proctored 

exams are commonly employed in all types of 

professional and academic training. AI with 

Machine Learning technology can assist 

mitigate the cybersecurity vulnerabilities of 

online proctoring systems by enabling 

identification, authorization, and effective 

control of proctored online exams, and also 

maintaining administrative, physical, and 

technological controls (OPS).In article [2,] a 

secure loopback connection structure is 

examined and attempted, which blocks access 

to every webpage,after an encrypted channel 

to the primary approach for monitoring 

software deployments has been established.In 

paper [3,] a multimodal analytics method for 

intelligent online test proctoring is presented. 

Webcams, wearcams, and microphone are 

needed in the system hardware for monitoring 

the visual and auditory environment of the 

testing area.The paper [4] proposes an online 

test system based on the landmark features of 

South African universities. The suggested 

scheme can offer universities the basic 

recommendations for implementing online 

exams. According to paper [5,] a slew of new 

online proctoring systems are hitting the 

market, promising to address some of the key 

issues. However, they have yet to be tried and 

proven on a wide basis. This comprises the 

service's pricing as well as its technical needs. 

This paper details one of several attempts to 

thoroughly assess a variety of these tools and 

make suggestions to educational institutions. 

One of the most significant difficulties facing 

online learning today is identity authentication 

and taking exams of online students.The 

training organizations must authenticate that 

the current learners who finished the 

educational process and obtained academic 

credits would be those who enrolled for the 

courses, associated with online quality 

assurance system. They must also guarantee 

that such students complete all of the online 

training exercises without cheating or 

engaging in improper behaviour. The COVID-
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19 epidemic has hastened (in some cases, 

dramatically) the migration and deployment of 

online education initiatives, necessitating the 

development of secure mechanisms to verify 

as well as proctor online students. There are a 

variety of technologies available today, each 

with varying degrees of automation.Authors 

detail a particular proposal depending on the 

verification of various sensor authentication 

and an automated proctoring process (system 

workflow and AI algorithms) in article [6], 

which includes features to address the key 

problems.Paper [7] detects and visualizes 

alleged student body and mouse movements in 

three degrees of detail, allowing program 

instructors and teachers to proctor online tests 

in a convenient, quick, and trustworthy 

manner.The paper [8] examines user ratings of 

browser extensions used by proctoring 

providers and then conducts an internet 

questionnaire (n = 102).The goal of the paper 

[9] is to develop a web-based automated 

examination system that can detect and report 

harmful activities in order to verify that exams 

are administered fairly.The purpose of this 

study [10] was to use a readability evaluation 

approach that also included five usability 

criteria on the students' learning platforms, 

along with LMS software recommendations, 

to identify the key myCourseVille interface 

issues.The research [11] looked into user 

happiness levels, as well as the importance of 

adopting a cloud-based LMS during pandemic 

circumstances and what factors should be used 

to improve user satisfaction.In paper [12], the 

behavioural goal of LMS inside a COVID 

setting is stated and investigated. It offers a 

moderated look at the adoption of e-learning 

with Corona Virus-affected students.The study 

[13] focused on cloud applications and its 

digital system technologies, including its 

advantages and disadvantages.The evolution 

of LMS as a service or product, as well as how 

it assists the educational system, was studied 

in research [14].The proposed cloud 

computing infrastructure based on LMSs for 

building a digital e-learning environment was 

investigated in this study [15].The author of 

[16] is attempting to develop a suggested e-

learning architecture that will aid in the 

correction of the current cloud-based learning 

system's flaws. The five largest e-learning 

technologies discussed in this article are likely 

to gain in popularity as the proportion of 

students expands in the next years. To every 

single day, the population of e-learners 

increases, and there are only a few software 

packages, each with a set of benefits and 

drawbacks, with some systems being overly 

complicated.Cloud computing's key qualities, 

including its privacy and security, were 

covered in [17].The paper [18] explains the 

impact of the Covid-19 outbreak on Cloud 

Computing. 

Various papers, spanning education systems, 

students, and teachers, have depicted the 

technical implementation and suitability of 

digital learning and exam proctoring systems 

in the twenty-first century. The LMS paradigm 

is discussed in several publications, covering 

course content, distribution, tracking, and 

technological augmentation, as well as 

usability, exam proctoring, and security 

analysis. In order to continue the investigation, 

a few relevant papers are investigated in this 

study. 

Proposed work and Methodology 

The goal of this project is to create a secure 

and web-based cloud-based LMS security and 

exam proctoring solution. Exams are an 

important part of any educational program, 

and online schools are no exception. Cheating 

is a possibility in each exam, so detecting and 

preventing it is crucial. In order to maintain 

their worth in society, educational 

qualifications must reflect actual learning. 

Exam data integrity require technical security 

safeguards. Computers, networks, data 

sources, software, and physical space all are 

impacted in some way. For online exam 

proctoring, there are two sorts of technical 

controls: static and dynamic. Fixed measures, 

such as user’s biometric data, do not change 

considerably during an examination and 

remain generally consistent.Dynamic controls 

are associated with operations that change 

over time, such as recording live photos and 

logging comprehensive information for a 

number of activities [1].OPS compatibility and 

connectivity with LMS are required. Any 

proctoring system should have the ability to 

record a test session. 

➢ Simultaneous synchronous (real-time 

monitoring) and  
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➢ asynchronous (after test detection review) 

proctoring can be done with the recorded 

sessions.  

It's also possible to add video-streaming, 

image-capturing, and sound-capturing 

features.The purpose of gathering 

information on test-takers' computer 

behavioural patterns is to discover and log 

security incidents (which may indicate 

fraudulent activity) that occur when they 

depart from the standard online 

procedure.In the log file, "markings" are 

used to detect and note occurrences. The 

information gathered throughout the 

examination (including video streaming, 

images, audio, screenshots from the pupil's 

desktops) is saved and can be used for 

exam validation and storage.Within OPS, 

there are two types of technical controls in 

place: endpoint (computer-based) security 

protection and cheaters detection based on 

behaviour. A variety of procedures and 

strategies are used as controls for both.A 

computer security plan determines the 

amount of information protection for 

various groups (or responsibilities) of users, 

with the administrator community having 

the most control. Endpoint security 

prevents an authorized user (examiners) 

from accessing unauthorized system 

resources, programs, or keyboard 

operations that could jeopardize the 

integrity of the online exam.Hackers can 

access online proctoring systems, much as 

other university information resources. To 

minimize the effect of these assaults, 

organizations employ monitoring, 

preventative, and restoration 

mechanisms.It's also vital to keep in mind 

that students' technical (and basic hacking) 

skills are improving over time. As a result, 

a teacher's ability to assess a student's level 

of Capacity, Motive, and Opportunities and 

match it to the appropriate controls is 

crucial.The various online examination 

frameworks work with [4], assuming that 

students, examiners, and administrators 

would all fall into place naturally. As a 

result, the suggested online exam 

framework is made up with four modules, 

as shown infigures 3 and 4. 

➢ Authentication and continuous 

monitoring module -The component 

enrolls, authenticates, and then keeps a 

real-time eye on the learner taking the exam 

for assistance and fraud detection. 

➢ Student enrolment and standardization- 

The enrolment of factors or attributes that 

will be used in the identification process is 

required by the most of authentication 

mechanisms. These will be used as 

learner’s sign when they access the virtual 

exam.This study suggests that multimodal 

biometrics be used for identity 

management. Fingerprints and facial 

detection software will be taken to verify 

learners' identities. Learners should also be 

informed of the recommended minimum 

connection speeds for sitting an online 

assessment. As a result, at this phase, 

testing will be performed to assess the 

whether internet connection in the student's 

immediate vicinity meets the acceptable 

minimum speed. As a result, determining a 

pupil's internet speed before to enrollment 

is crucial. Learners having slow internet 

speeds will be requested to choose a 

location where they may take the exam 

with the minimal internet connection 

required. An online exam should only be 

taken by people who have the required 

minimum network speed.Moreover, the 

learner's remoteposition should be 

automatically determined and recorded [4]. 

This information could be useful in cases of 

academic cheating or other administrative 

matters regarding learners who have 

reported about their environment.Students 

are entitled to features that allow them to 

alter their connection speed and geographic 

area if necessary. The information gathered 

in this stage should be delivered over a 

secured connection and stored in an 

encryption-oriented format.Students will 

log in with a username and password. Then 

there are testing for visual, audio, and 

bandwidth. The student then downloads, 

installs, and runs software that allows 

remote proctor to access the learner's 

computer and enables these webcam and 

microphone.In this time, a learnermay 

produce a form of identification and exhibit 

this to the online proctor withthe camera. 

These data on the given identificationcard 

should be compared with the data on this 

examination registration form by the 

remote proctor. To establish his or her 

identity, the student should use fingerprints 
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and facial detection technologies.The 

powerful authenticated system using an 

online proctor, fingerprint, and facial 

recognition can prevent impersonation and 

the entrance of banned material into the 

exam environment. Students' nervousness is 

expected to be reduced by the appearance 

of a remote proctor, allowing them to focus 

on their tests. Students can now write the 

exam while being monitored and 

terminated once they've been 

authenticated.Browsing tolerance is also 

taken account, which is the practice of 

restricting a student's ability to use their 

web browser for other purposes. 

➢ Continuous monitoring and termination 

- This study recommends using true 

automating background sound assessments, 

face detection, time lag, and the head 

posture for ongoing observation. A distant 

virtual proctor, keyboard dynamic, question 

and challenge, biometric, or a mix of these 

approaches can be used to provide 

continuous monitoring.Throughout the 

exam, visual recordings taken with a 

camera may be used to do facial detection. 

The recordings may also be used for 

monitoring time lag and head movement 

while answering questions. Information 

from background sound assessments as 

well as the webcam should be pooled and 

supplied into a real-time exam cheating 

prediction algorithm.These strategies have 

been found to reduce the options of test 

fraud through this use of illegal material, 

impersonation, support, distant 

verbalcommunication, and whispering. Test 

cheating threat can be ranked so that if it's 

medium or high, an alert may be sent to a 

faraway proctor with immediate 

intervention.At this point, this faraway 

proctor can issue a caution to the learner or 

begin the exam termination process, 

ensuring those enough evidences have been 

collected. Similarly, technological defects 

must be evaluated with the possibility of 

cheating for taking appropriate actions. 

Once this test has been done, the learner 

can save and submit thisvirtual answer 

scripts.The whole examination is digitally 

recorded and made accessible to teachers or 

assessors for evaluation either immediately 

or later [5]. 

➢ Phone Detection---During the online 

exam, the usage of any type of mobile 

device is prohibited. As a consequence, the 

presence of a cellular phone in the test 

room may be a sign of suspected cheating. 

There are several ways to cheat now that 

mobile phone technology has advanced, 

including reviewing saved notes, mobile 

messaging friends, browsing the Web, and 

taking a picture of the examination to share 

with other students.Phone detection is 

tough due to the variety of sizes, types, and 

forms of phones (a tablet could always be 

regarded a kind of phone). Some test takers 

use large touch screens, while others use a 

flip phone with buttons. Furthermore, 

occlusions like as holding a phone under 

the table or shielding part of the gadget 

with their hand are regularly used when 

stealing on a phone [3]. 
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Fig. 3. Proper Authentication [4] 

  

 

Fig. 4. Monitoring [4] 

Result 

In an online exam session, a multimedia 

diagnostic system is employed to detect a wide 

range of cheating actions. Warm-up and 

online-exam phases are included in the 

proposed online test process. Before 

commencing the exam, the examiner must 

authenticate himself using a password and 

facial authentication during the warm-up 

phase. Calibration steps are also included in 

this process to make sure that all sensors are 

attached and working properly. The examiner 

also learns and verbally accepts the OPS's 

regulations, such as no two people in the same 

room, the inspector not leaving the room 

during the test phase, and so on.The inspector 

takes the exam while being "monitored" by the 

OPS for genuine fraudulent behaviour 

detection during the online exam phase. The 

audiovisual cues of the test environment and 

examiner are captured using OEP system 

hardware (i.e., a webcam, wearcam, and 

microphone). To extract the distinct properties 

listed in table 4, the detected data is first 

analyzed using six components. 



Paramita Chatterjee,et.al.   3938 

 

© 2021 JPPW. All rights reserved   

 

Table 4. Six Components 

The higher-level features generated from these 

extraction characteristics within a temporal 

frame are then utilized to train and test a cheat 

classifier as seen in fig.5. Factor features, such 

as the quantitative variables within a window, 

and features based on component interaction, 

such as covariance features, are among the 

higher-level features [3]. Because the 

identification of some cheating activities 

requires the firing of many behaviour cues, it 

is critical to use a varied and extensive set of 

features to increase the OPS' overall detection 

effectiveness. 

 
Fig. 5. Working features of the Online Proctoring system. [3] 

 

Conclusion and Way Forward 

In this case, where online learning is the only 

method to keep the entire school system 

running while the Covid -19 pandemic 

continues to spread over the globe, it is critical 

to have sufficient security measures in place to 

ensure safe log-in and access to the online 

medium. The best protocol for this is to 

change it. To keep the security and usability in 

mind, the author has tried to include a few 

elements of the Online Exam Proctoring 

System to allow for safe internet access and 

online education. 
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