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Abstract:

Cyber attacks have manifested drastically from what they used to be say a decade ago. The present
attacking mechanisms are meticulously planned and a thoroughly concerted exercise that delays the
discovery of those attacks more difficult thereby giving the attackers enough time to wreak havoc on
the system. The threat landscape has changed so much that it has become important for the organizations
to respond to a live attack rather than respond to a breach after the attacker has accomplished his
malicious intentions. A very common response to minimize the impact of a security attack is to isolate
the affected node or terminate any process running the attackers' code, however, this has a downside
also that the attackers become aware that they have been detected and they go underground leaving no
trace so that it can be determined which security aspect got compromised in such attacks.
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Introduction:

Security defence mechanism is multi pronged.
The starting point is to identify the adversary.
This is necessary because if the attackers are
identified correctly then their attack tactics can
be explored further and a potent defence ring can
be created to protect your security infrastructure
from the cyber espionage agents. This step is
further supported by appropriate prioritization
of which assets are to be secured [1]. This step
is very important to ensure that your data is safe
even if your security perimeter is intruded. The
practice is not to save and salvage everything but
prioritize the information assets that cannot be
compromised. These assets could range from
confidential customer data to intellectual
property assets [2]. This is a continuous iterative
process which encompasses the previous two
steps discussed earlier. The idea is to learn from
previous experience. Thus whatever information
is available serves as a knowledge-base for
future study, analysis and dissemination and
with every iteration the knowledge-base
becomes more enriched thereby providing a

more intelligent insight into the potential cyber
threats and their possible remedies [3][4].

In order to safeguard the security infrastructure
we have executives working at various levels. |
prefer to define these levels not in terms of job
roles but in terms of policies and strategies. It
may be called the security pyramid where the
Network Operations or the Infrastructure
operations team works at the tactical level
inputting threat parameters into security tools,
thereby contributing to the threat knowledge-
base. Their daily job includes monitoring for
security breaches and upgrading and patching
susceptible systems. At the middle of this
pyramid we have got the security forensics team
and the fraud detection team working at the
operational level to determine the root and
details of the attack and unearth any additional
security breaches [5][6]. The strategic level
comes at the top of the pyramid with the sole
purpose of devising a long term strategy to
inculcate proper learning from the past breaches
and prevent their recurrence.
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Operational Lavel comprising of the

Security Forensics Team digging into the
root cause of the security braach,

monitoring snd alarting on the security breaches.

The VUCA Framework:

The US Army coined a term VUCA - Volatility,
Uncertainty, Complexity and Ambiguity. This
section focuses on the concept of the VUCA
framework. The attack mechanism employed by
hackers are evolving continuously, no two attack
patterns are same [7]. So to understand the
changing threat perception a consistent study
and incremental improvements on the security
aspect is indispensable. This is where the
concept of VUCA gets prominence. Volatility is
the assortment of all the factors that are beyond
your control and may impact the security
defence of your organization. Then comes the
uncertainty factor, that leads to the fear of
unknown, i.e. it is almost impossible to predict
who can attack your security perimeter, why
they will do that and what can be the impact [8].
So practically no information is available about
the threat and so when it occurs it catches the
cyber security staff off-guard. The third factor is
complexity. Complexity can be termed as an
effect of growing application and the data size
or in other words it can also be said that the
complexity of an application is directly
proportional to the size of the data housed in it

[9]. So understanding the complexity at even an
abstract level amounts to a enumerating and
managing a huge inventory of IT assets and then
analyzing how deep could be the impact and
how widely it may spread. Although
theoretically preached that reducing the attack
surface will result in increased prevention
against cyber attacks but the gap between theory
and practice is much wider than can be actually
conceived. The uncertainty part of the VUCA
framework was looking for answers to questions
like who would attack and why they would
attack, but the ambiguity part is assuming that
attacks cannot be prevented and sooner or later
attacks will occur but it is trying to look into the
situations, how that attacks may occur. The
attackers may infiltrate the payloads through
social engineering or malicious attachments and
since, this field is always evolving so there could
be ways that may come up in future but are
currently unknown to the defenders managing
the cyber security [10][11].
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The Continuous response methodology
to prevent attacks:

There is no magic wand that defends your
organization against all security drawbacks. The
defensive mechanism has to be targeted towards
the identified adversaries. A thorough
knowledge about your opponents should be
employed to construct an appropriate defense
mechanism. This will help better analyse the
risky assets such as data, intellectual property,
and other computing resources [12][13]. Threat
management is not just about researching on raw
threat data. It also involves removing those
indicators that may create false positives,
identifying the vulnerabilities in terms of their
severity and patching them on priority. An
analysis of a best case and a worst case scenario
should be performed to be better equipped with
the gravity of the situation and be able to
perform a wider and in depth investigation into

the attackers intentions and methods [14][15].
Thus, the focus of the analysis should be to

® Visualize, identify and scrutinize the
appropriate threat source.

® Filter the data to ascertain the most
important intelligence and summarize it in the
right level of detail so as not overwhelm the user
with information overload.

The Cyber Intelligence:

What is the primary difference between data and
information - data is the raw material and
information is the intelligence derived from that
raw material. Flooded with terabytes of data on
cyber crime will not serve any purpose unless it
is churned to derive the necessary
information[16].

SIS

Intelligence!

The Figure below groups the cyber threat
categories into three categories:
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Reference: Definitive Guide to Cyber Threat
by Jon Friedman and Mark

Intelligence,
Bouchard
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The Preparedness Index:

The known attack tactics that broadly cover the
whole gamut of threats are shown in the figure
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The table below

is used to determine a
company’s preparedness or its ability to deal

with cyber exploits and breach incidents that
may handle the threats listed in the above

figure[17][18][19]. Each attribution is rated
using the following adjective scale.

Strongly Disagree

Disagree

Unsure

Agree

Strongly Agree
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Attributions used to evaluate the preparedness to
respond to cyber attacks: [20][21]

® Budget allocation to protect the data assets.

® Acquisition of the required security
technology to protect the data and the IT infra.

® Training need analysis and appropriate
upskilling from time to time to protect the data
assets.

® IT Security is placed high up in the priority
pyramid

® Security is treated as an inherent feature
and not as a compelling requirement.

® ThelT Teamis at liberty and equipped with
the necessary resources to bolster the security
posture from time to time.

® A strategic push to examine and adopt new
technologies like machine learning, automation,
orchestration,  Analytics and/or artificial
intelligence tools.

® Threat sharing with other companies and
government and preparing learning outcomes
from those are done sincerely.

® The entire supply chain is duly evaluated
for security risks before any integration with a
third party tool .

® Security education is given due weightage
and the employees are always encouraged never
to let their guards down.

® The security is cast into the SecOps model
and is continually evolving [22][23].

® The security functions are formed in
adherence to the data protection and the privacy
requirements.

® High interoperability, scalability and agility
parameters are factored in the security facet[24].

® Mock drills, regular assessments and/or
audits should be embedded in the schedule to
identify the security risks [25][26].

® Proper implementation of countermeasures
(such as honeypots) to gain intelligence about
the attacker are carried out when required[27].

Scoring the Preparedness Index: Each
attribution is equally weighted and scored using
the following heuristic:

Strongly agree = 10 points
Agree = 7.5 points

Unsure = 5 points
Disagree = 2.5 points

Strongly disagree = 0 points

The average of all scored attributions is a
numerical value between 0 and 10 points, with a
theoretical mean of 5 points. The higher the
score is above 5 indicates higher is the
preparedness and similarly a score below 5
indicates the opposite.Following are the ranges
and color coding used for interpreting the results:

Range Colour

7.6 to 10 points

5.1to 7.5 points

Interpretation

Very favorable, unambiguous
results

Favourable, with mixed results

2.6 to 5 points

0 to 2.5 points

The following ten questions can be used to
evaluate the threat index relating to the actual

Unfavourable, with mixed results

Not  prepared,
results

unambiguous

experiences of companies over the past 12
months.
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The table below shows the first six questions
that are scored using a five-point numeric scale.

Table: Recent history of cyber exploits and breaches [28][29]

The count of separate data breach incidents involving the loss or theft of customer records over
a period of past twelve months?

The number of data breach incidents involving the leakage of information assets over a period of
past twelve months?

The number of cyber attacks that infiltrated the organization’s networks over a period of past
twelve months.

/An approximate probability that the organization may encounter a data breach of customer
records within the next twelve months.

/An approximate probability that the organization may encounter a data breach involving the
leakage of information assets (e.g., intellectual property) within the next twelve months

/An approximate probability that the organization may encounter one or more cyber attacks
infiltrating the networks within the next 12 months

Table below shows Q7, which is a list of 13 data
types from a risk perspective (rated using a 5-
point adjective scale from very high to very low).

Table: Data types that increase cyber risk [30]

Following are data types that may be at risk of loss or theft within your organization. Please rate
each data type using the following 5-point risk scale: Very high risk (10), high risk (7.5),
moderate risk (5.0), low risk (2.5) and very low risk (0).

Analytics (data models)

/Attorney-client privileged information

Business communication (email)

Company-confidential information

Consumer data

Customer accounts

Financial information

Human resource (employee) files

Operational information

Product/market information

R&D information

Source code
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Trade secrets
Table below shows Q8, which is a list of 19 a 5-point adjective scale from very likely to no
cyber threats from a risk perspective (rated using chance)

Table: Cyber threats that increase cyber risk [31]

Following are cyber threats that may be experienced by your organization within the next 12
months. Please rate each threat using the following 5-point likelihood scale: Very likely (10),
likely (7.5), somewhat likely (5), not likely (2.5) and no chance (0).

Advanced malware

/Advanced persistent threats (APT)

Botnets

Clickjacking

Cross-site scripting

Denial of service (DoS)

DNS-based attacks

Fileless attack

Login attacks

Malicious insiders

Man-in-the-middle attack

Phishing and social engineering

Ransomware

Registration spamming

Root Kits

Server side injection (SSI)

SQL and code injection

\Watering hole attacks

\Web scrapping

Table below shows Q9, which is a list of 9 threats (rated using a 5-point adjective scale
negative consequences that arise from cyber from very likely to no chance)
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Table: Negative consequences of cyber threats [32][33]

(2.5) and no chance

(0).

Following are negative consequences that your organization may experience as a result of a cyber
attack or breach within the next 12 months. Please rate each negative consequence using the
following 5- point likelihood scale: Very likely (10), likely (7.5), somewhat likely (5), not likely

Lost revenues

Lost intellectual property (including trade secrets)

Stolen or damaged equipment

Disruption or damages to critical infrastructure

Productivity decline

Regulatory actions or lawsuits

Reputation or brand damage

Customer turnover

Cost of outside consultants and experts

Table below shows Q10, which is a list of 16 perspective (rated using a 5-point adjective scale

areas of the IT infrastructure from a risk from very high to very low)

(5), low risk
(2.5) and very low risk (0).

Table: Areas of the IT infrastructure that increase cyber risk [34][35]

Following are 16 areas that may present security risks within your IT infrastructure today. Please rate
each area using the following 5-point risk scale: Very high risk (10), high risk (7.5), moderate risk|

DNS server environment

Data centers

\Within operating systems

Across 3rd party applications

Desktop or laptop computers

Mabile devices such as smart phones

loT devices and applications

Network infrastructure environment (gateway to endpoint)

Malicious insiders

Negligent insiders

Shortage of qualified personnel
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Cloud computing infrastructure and providers

Virtual computing environments (servers, endpoints)

Mobile/remote employees

Lack of system connectivity/visibility

Organizational misalignment and complexity

Score Number oflLikelihood ofjRisk Likelihood ofiLikelihood offRisk
incidents occurrence occurrence  loccurrence
0 None No chance  |Very low No chance  |Nochance  Verylow
2.5 1to2 Not likely Low Not likely Not likely Low
5 3t06 Somewhat Moderate Somewhat  |Somewhat Moderate
likely likely likely
7.5 7 t0 10 Likely High Likely Likely High
10 More than 10 [Very likely  [Very high Very likely  |Very likely  [Very high

Scoring the threat Index: Each one of the 10
items/questions are equally weighted and scored
using the following heuristics:

The average of all 10 scored questions is a
numerical value between 0 and 10, with a
theoretical mean of 5 points. An average value
above 5 points indicates a high cyber threat
environment, and a value at or below 5 points
indicates the opposite. Following are the ranges
used for interpreting results:

Range Color flag

Interpretation

7.6 to 10 points

Not prepared, unambiguous results

5.1 to 7.5 points

Unfavorable, with mixed results

2.6 to 5.0 points

Favorable, with mixed results

0 to 2.5 points

ery favorable, unambiguous results

Conclusion:

The security landscape has become so dynamic
that the security teams need to identify the
motives and the attacking techniques of their
adversaries. This information has to be
combined with technology to rein in the cyber
attacks these days. It is important to collect and
analyze information about the threat actors and
deriving near accurate predictions about their
attacking strategies, their motives and the extent
of damage they may cause. Preventing an attack

is certainly paramount but so is immediate
incident response to arrest the spread and
severity of the attack. Cyber Intelligence is the
way moving forward since it is based on the
assimilation of the gather information and
suggesting the next best course of action.
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